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Contact Information

Web: www.faronics.com

Email:  sales@faronics.com

Phone:  800-943-6422 or 604-637-3333
Fax: 800-943-6488 or 604-637-8188

Hours:  7:00am to 5:00pm (Pacific Time)

Address: Faronics Technologies USA Inc.
5506 Sunol Blvd, Suite 202
Pleasanton, CA, 94566
USA

Faronics Corporation

609 Granville Street, Suite 1400
Vancouver, BC V7Y 1G5
Canada

Technical Support

Every effort has been made to design this software for ease of use and to be problem free. If problems
are encountered, contact Technical Support:

Email:  support@faronics.com
Phone:  800-943-6422 or 604-637-3333
Hours:  7:00am to 5:00pm (Pacific Time)

About Faronics

Faronics delivers market-leading solutions that help manage, simplify, and secure complex IT
environments. Our products ensure 100% workstation availability, and have dramatically impacted the
day-to-day lives of thousands of information technology professionals. Fueled by a customer-centric
focus, Faronics’ technology innovations benefit educational institutions, healthcare facilities, libraries,
government organizations and corporations.

Last Modified: October 2018

© 1999 - 2018 Faronics Corporation. All rights reserved. Faronics, Deep Freeze, Faronics Core Console, Faronics Anti-Executable,
Faronics Device Filter, Faronics Power Save, Faronics Insight, Faronics System Profiler, and WINSelect are trademarks and/or
registered trademarks of Faronics Corporation. All other company and product names are trademarks of their respective owners.
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Faronics WINSelect Overview

About WINSelect

Controlling user activity on public use and kiosk computers is a problem that I'T personnel continually
face. IT administrators want a solution that allows them to easily manage user access to certain
applications, web sites, and menu options so that they can influence how a workstation is used. Faronics
WINSelect protects a computer’s purpose by empowering administrators with full control over a
workstation’s abilities. Windows operating system features, Start menu functionality, Internet Explorer
capabilities, and Windows Explorer options can all be heavily customized to suit organizational needs.

WINSelect Editions
Standard

e  WINSelect Standard Edition runs on a standalone workstation.

Enterprise

o  WINSelect Enterprise Edition provides centralized installation, deployment, administration,
and control for multiple workstations on your network.

About Faronics Core

Faronics Core supports the monitoring and management of multiple workstations from a central
location. The Faronics Core displays the current status of managed workstations and allows commands
to apply to one or more of those workstations. Advanced features include the ability to shutdown or
restart computers, and centralized control over workstation protection settings.

System Requirements
Software

o Windows XP Professional SP3 (32-bit or 64-bit), Windows 7 (32-bit or 64-bit), Windows 8.1
(32-bit or 64-bit) or Windows 10 version 1803 (32-bit or 64-bit)

Supported Programs
o Microsoft Office XP, 2003, 2007, 2010 and 2013

« Internet Explorer 10 and above

« Mozilla Firefox (upto version 62.0)

Faronics Core Requirements

Information on Faronics Core system requirements can be found in the Faronics Core user guide. The
latest user guide is available at http://www.faronics.com/library.
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WINSelect Installation Overview
Installation and configuration of WINSelect involves the following steps:

 Installing Faronics Core Console and generating/deploying the Workstation Agent installer
+ Installing and configuring the WINSelect Loadin
» Deploying the WINSelect workstation installer file

Installing Faronics Core Console

For information on installing the Faronics Core Console and generating and deploying the Workstation
Agent installer, see the Faronics Core Console user guide.

Prior to installing WINSelect, the Fast User Switching options for Windows XP and Windows 7
must be disabled. Refer to http://support.microsoft.com/kb/279765 for more information.

WINSelect must be disabled during the creation of a new User Profile. As part of WINSelect
protection, the registry editing tools will be disabled. The administrator will have to disable
WINSelect to use these tools.

If a removable drive is connected during the WINSelect install, it is assigned a drive letter. It is
recommended that removable drives be disconnected during installation to avoid unintentionally
applying WINSelect settings.

If Windows Group Policies are set on a workstation and WINSelect sets the same policy, WINSelect
will take precedence. If WINSelect does not duplicate the Group Policy setting, the Group Policy
will not be affected.

Installing WINSelect Loadin

The WINSelect Loadin is installed into Faronics Core Console using the WINSelect_Console_Loadin_
Installer.exe file. The WINSelect Loadin cannot be installed on a system that does not already have
Faronics Core Console installed.

To Install the WINSelect Loadin, complete the following steps:

1. Insert the CD-ROM from the Media Package into the CD-ROM drive. If WINSelect has been
downloaded via the Internet, double-click the .exe file to begin the installation process.

Welcome to the InstallShield Wizard for
Faronics WINSelect Loadin

The Installshield(R) Wizard will install Faranics WINSelect
Loadin onyour computer, To conkinue, click Next,

WINSELECT

WARNING: This program is protected by copyright law and
international treaties.

www.faronics.com

< Hack Cancel

Click Next to continue.
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2. Read and accept the License Agreement.

Faronics WINSelect ﬂ

[Faronics Corporation
iCopyright 1999-2009 All Rights Reserved

Master Software License Agreement

ILICEHSE GRAHT: Faronics hereby grants the Licensee a limted, non-exclusive license to
install, use, access, display, run, or otherwise interact with ("Use'") the Product on a
icomputer. &l other right= are expressly reserved by Faronics LI

{* I accept the terms in the license agreement:

" I donot accept the terms in the license agreement

Irstallstield

< Back I Mext = I Cancel

Click Next to continue.

3.  Enter the User Name, Organization and the License Key. Select the Use Evaluation check box to

install the evaluation version. The evaluation version will expire in 30 days.

4. Specify the install location and click Next. The default is C:\Program Files\Faronics\Faronics

Core\Loadins\WINSelect. Click Change to change the location.

{2 Faronics WiNSelect Loadin - InstallShield Wizard x|

Destination Folder @
4

G Install Faronics WikSelect Loadin to:

C:\Program FilesiFaronics\Faronics CorelLoadinsiwInselect) Change...

Installshield

Cancel |

= Back

4.  Click Install to complete the installation.

i Faronics WINSelect Loadin - InstallShield Wizard x|

Click Install to begin the installation.

IF wou want to review of change any of your installation settings, click Back. Click Cancel to
exit the wizard,

Instalishield

< Back I Install I Cancel |

An immediate Faronics Core Console restart is recommended following installation.
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Installing/Upgrading WINSelect on a Workstation via Faronics Core Console

You can install WINSelect on a workstation via Faronics Core Console. If you recently purchased an
upgraded version of WINSelect, you can upgrade via Faronics Core Console.

To install/upgrade WINSelect, select a single workstation or multiple workstations, click Configure
Workstations in the right pane and select Advanced > WINSelect>Install/Upgrade WINSelect.

The WINSelect dialog appears. Enter and confirm the Password. Click Install WINSelect.

Applying the License on a Workstation via Faronics Core Console

If you are using the evaluation version of WINSelect, you can apply the license and convert it to a
tull version. Faronics WINSelect License can be applied via Faronics Core Console. Complete the
following steps to apply License:

Launch Faronics Core Console.
Right-click the Core Server and select Properties.

Click the WINSelect tab. The WINSelect tab displays the Version, License Key (if it is a Licensed
Version), and License Expiry.

4. To reboot the computer after the user session, select the Reboot computer after user session
finishes check box.

. Click Edit and enter the License Key in the License Key field.
6 Click Apply. Click OK.

Faronics Licensing works as follows:

« The Core Server (a component of Faronics Core) automatically pushes the License Key to the
workstations where Faronics WINSelect Client is installed (if the computers are offline, the
License Key is applied once the computers are back online).

o The License Key cannot be manually edited at the workstation.

If the License Key was entered while installing the Loadin, it is not necessary to enter it again in
the Properties tab.

Installing WINSelect Manually on a Workstation

When installing the WINSelect Loadin, the WINSelect workstation installer files are unpacked in the
C:\Program Files\Faronics\Faronics Core\Loadins\WINSelect\ Workstation Installer directory. To install
WINSelect on a workstation, double-click WINSelect_Ent_32-bit.msi on a 32-bit operating system.

To install WINSelect on a workstation manually, do the following:
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1. Double-click on the .msi file to begin the installation process.

i Faronics WINSelect Enterprise Edition Setup = ] B3

Welcome to the Faronics WINSelect
Enterprise Edition Setup Wizard

The Setup Wizard will install Faronics WINSelect Enterprise
Edition on wour computer, Click Mext to continue or Cancel to
exit the Setup Wizard.

www.faronics.com

Erack I Mext I Cancel

Click Next to continue.

2. Read and accept the License Agreement.

i'-.% Faronics WINSelect Enterprise Edition Setup

End-User License Agreement

Fle ad the Fi wing li

Faronics WINSelect Enterprise ﬂ

Faronics Corporation
Copyright 1999-2009 All Rights Reserved

Master Software License Agreement

LICEHSE GRAHT: Faronics herghy grants the Licensee a limited, non-exclusive
license to install, use, access, display, run, or otherwise interact with ("Use™) the
Product on & computer . All other rights are expressly reserved by Faronics.

-
T T P O S RO MURPUY W SO AU S} _I

[V 1 accept the terms in the License Agreement

Back I Text I Cancel |

Click Next to continue.
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3. Enter the User Name, and Organization.

i'-.%‘ Faronics WINSelect Enterprise Edition Setup

License Key

Please enter your customer information

User Marne:

Organizakion: IFaronics Corporation

Back I ek I Cancel

Click Next to continue.

4.  Specify the install location and click Next. The default is C:\Program Files\Faronics\WINSelect.

{i& Faronics WINSelect Enterprise Edition Setup ) ] 3

Destination Folder ;

7.

Install Faronics WINSeleck Enterprise Edition to:

IC:'I,Program Files\FaronicsiwINSelect)

Erowse. ., |

Back I Text I Cancel

12
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5. Enter a WINSelect Administrator Password. Enter the password again to confirm. Click Next to

continue.

fier Faronics WINSelect Enterprise Edition Setup

Installation Configuration

Enter the ft ng information ko perse t installation.

WINSeleck Administrator Passward
fl
Confirm Password

Back I Mext I Cancel

6. Click Next. Click Install to complete the installation.

13
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Once the Loadin has been successfully installed and Faronics Core Console restarted, a list of
WINSelect-specific actions are displayed in the Actions pane when one or more workstations have
been selected.

The WINSelect actions are also available by selecting one or more workstations and using the right-
click contextual menu.

verskn Aol | MACAdbess  Wadbes  CSType  LestagevEwert |

There are no ke b show in this ke, Properties

o Console Tree: The pane that allows you to select the Faronics Core Console node, workstations
and groups, schedules tasks, and view generated reports.

»  Workstation List: The pane that allows you to list workstations currently communicating
with Faronics Core Console. This list also displays columns regarding workstation-specific
information.

o Actions Pane: The pane that allows you to enable, disable, and configure WINSelect .

WINSelect Licensing

If no License Key is available, use the evaluation version of WINSelect. The evaluation version is valid
for 30 days. To upgrade to the full version of WINSelect enter a valid Licence Key in the About node.

If no Key is entered after 30 days, WINSelect is disabled on the workstation.

Configuring the WINSelect Loadin in the Faronics Core Console

To configure the WINSelect for a workstation in the Faronics Core Console, click on Workstations >
Managed Workstations and the workstation(s) for which you want to configure WINSelect, and click
Configure WINSelect. The Faronics WINSelect configuration screen appears.

Retrieving Settings from the Workstation

To retrieve settings from a selected workstation, click Retrieve. Only settings from a single workstation
can be retrieved.

To configure multiple workstations with similar settings, import a WINSelect template from the
Administrator node. For more information, refer to the section on WINSelect Templates.
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Applying Settings in the Faronics WINSelect Enterprise Console

When the administrator modifies settings in the WINSelect Enterprise Console, the text for the node
turns red to indicate that the administrator has made changes. To apply changes, click Apply, and then
apply the settings only to the edited panes or to all the panes.

WINSelect Enterprise Console

The About node of the WINSelect Enterprise Console appears as below:

@ Faronics WINSelect Enterprise 2=

mﬁ — Abaout
- Kok
[#]- System
- Applications

- Printers
i Anoeptable Uee Policy
- Adrinistratar

Product:
Wersior:

Walidation:

Status
Prezz Retrieve' to retrieve settings for client2.installationDd.local.

Retieve | FRestore Defaults | Help | Ok | LCancel | Apply |

The Console is comprised of a series of nodes grouped by common function allowing the administrator
to customize the Windows environment and functionality.

The Kiosk node allows administrators to create a workstation with limited Windows functionality and
enable key WINSelect features in only a few short steps.

The System node contains options which protect the computer and prevent unauthorized access
to key Windows settings. Here, the administrator can prevent changes to system-wide Windows
components.

The Applications node allows the administrator to customize the software found on the WINSelect
workstation. Use the Applications node to permit and restrict access to applications like Microsoft
Office and various Internet browsers.

The Printer node allows administrators to disable local and network printers.

The Acceptable Use Policy node allows administrators to set Acceptable User Policy and display it to
workstation users.

The Administrator node allows users to enable and disable WINSelect, customize WINSelect settings
such as the creation of user sessions, and add or change passwords. WINSelect templates can also be
created.

Click on any node to configure the workstation.

15
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If you select multiple workstations and change the configuration, click Apply Changes
to apply only the changes in configuration to the selected workstations or click Apply
All to apply the changes including the default settings to the selected workstations.

f To apply changes in configuration in the Console for a single workstation, click Apply.

System

The System node allows you to configure the system-wide options.

& Faronics WINSelect Enterprise 2=l

Task Manager

I™ Disable Task Marager [Chi+ltDel)

ontrol Panel
- Desklop & Windows Taskbar
- Drives and File Extensions
Start Menu ‘windows Explorer
- Network Restrictions
Halkeys I” Disable right-click
[=1- Applications
Microsoft Office
- Menu I™ Disable UNC paths
Internet Browser
- Printers
- hoceptable Use Policy ™ Disable folder manipulation
=} Adrministratar
-~ ADM Templates ™ Disable drag and drop

- User Sessian
WM Select Template

Statuz
Press Retrieve!' to retrieve settings for client.installation04. lacal

Rietrieve | Restore Defaults | Help | 0K | Cancel | Lpply |

To disable the Task Manager, select Disable Task Manager. This prevents the user from accessing the
Task Manager and ensures currently running tasks and processes can only be ended by an authorized
user.

Select Disable right-click to prevent users from accessing commands such as View, Paste, Copy, and
Properties in Windows Explorer.

Select Disable UNC (Uniform/Universal Naming Convention) Paths to prevent users from accessing
shared network resources.

Select Disable Folder Manipulation to prevent the renaming, moving, or deleting folders. This prevents
users from renaming or changing the location of folders through Windows Explorer.

Select Disable Drag-and-Drop to prohibit users from moving files and folders to different locations.
This option also disables selecting text and images by dragging the mouse pointer in all applications.

The Disable Task Manager and UNC paths options are automatically enabled and
cannot be configured when Kiosk mode is enabled.

16
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Control Panel

The Control Panel node provides options for restricting the display of Windows Control Panel applets.

Windows Control Panel can be accessed but the icons may be selectively hidden.

2

@_&0 Faronics WINSelect Enterprise
About — Contral Panel
- Kinsk

D
- Drives and File Extensions
- Start Menu
- Metwork Restrictions
Hotkeys
[=- Applications

‘- Micrasoft Office

i Menu

- Inteme! Browser
- Printers
- Acceptable Use Policy
[ Administrator

o ADM Templates

- User Session
el IMSelect Template

£ Show &pplets
" Hide all Applets
= Hide selected Applets

[w] Add or Remaowe Programs
[w] Administrative Tools
[ ] Automatic Updates

Specify Applet

| Add

Status
’78uccasfully retieved settings for client].installation0d. local

Retrieve | Restore Defaults I

Help I ak | Cancel I

Some Control Panel settings can still be accessed and changed via a command line or the Run dialog.

To permit access to the entire Control Panel, select Show Applets. This displays each applet found in
the workstation’s Control Panel. To prevent access to every Control Panel applet select Hide all Applets.
Show Applets and Hide all Applets do not allow for specific applets to be allowed or restricted.

To specity specific applets click Hide selected Applets and select the check box next to the applet to be
restricted. A cleared check box next to the applet signifies a displayed and accessible applet.

To add an applet to the list, enter the applet name in the Specify Applet field and click Add.

To delete an applet, highlight it in the list and click Remove. A deleted applet still appears in Control

Panel. It has only been removed from WINSelect’s list of Control Panel applets.

Desktop & Windows Taskbar

The Desktop & Windows Taskbar node provides options for restricting the use of the workstation
desktop and Windows Taskbar.

) Faronics WINSelect Enterprise

- About
Kiosk

- System
ontrol Pane!
esktop & Windows Taskbar
rives and File Extensions
tart Menu
letwork Restrictions

Printers
Acceptable Use Policy
=1~ Administrator

INSelect Template

Resiore Defauts. | | Help

Desktop
[ Disable right-cick on Desktop
[7] Disable right-click an Desktop icons

() Hide allicons @ Hide selected icons

o]

Taskbar
[7] Disable right<click on Taskbar and Start button

[7] Hide Taskbar icans
[] Disable Action Center (Windows 10)

Status
Cant retrieve settings for muttiple workstations

17
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Disable Right-click on Desktop prevents the user from right-clicking on the desktop. They will not be
able to access the right-click menu and commands such as New and Properties.

Disable Right-click on Desktop icons prevents the user from right-clicking on desktop icons. They will
not be able to access commands such as Open. The user will also not be able to delete shortcuts or
rename them.

The two radio buttons Hide all icons and Hide selected icons dictate the desktop icons that can be
hidden. WINSelect recognizes the desktop icons on the workstation and lists them. Hide selected by
selecting the Hide selected Icons radio button and selecting the check box for each icon to be hidden.

in the System node also disables the two Disable Right-click options in the Desktop

f If Kiosk mode is enabled, changes to this node are not possible. Disabling right-click
& Windows Taskbar node.

Drives and File Extensions

The Drives and File Extensions node provides options for restricting access to drives and specified file
extensions for each application installed on the workstation.

@& Faronics WINSelect Enterprise x|
- About r— Dirives and File Extensions
Kiask Dizable selected dives Disable selected file extensions
- System
-~ Conhral Panel Select Al Daselect & | Select All | Deselect 41 |
i Desktop & Windows Taskbar
Drives and File Extensions A [ hbig -
- Start Menu aoc [wl
Metwork Restrictions (R [ bac izl
i Hotkeys e
[=)- Applications [ cab
- Microsoft Dffice [ cat
Menu [ eda
- bt Browssr [ o
- Printers O et
- Acceptable Use Policy L] cam ;I
[ Administrator .
DM Templates " Disable removable drives l— cld Extension |
-+ User Session ™| Disable acoess o user diestony
- yiMSelect Template
Status
’75uccasfully retrieved settings for client].installation04.local
Retrigve | Restore Defaults | Help | oK | Cancel | Apply |

Choose the available drives and file extensions to be disabled by selecting the check box next to each
one. Use the Select All or Deselect All options if required.

Files and directory structures are not visible once this feature is enabled. For example, if all drives are
selected, exploring the directories contained within is not permitted. If there is no drive selected but a
file extension is selected, then the file extension will be disabled across all drives.

If the system drive is disabled, access to the user’s directory is not disabled by default. Select Disable
access to user’s directory to prevent access. For example, if C: is listed as the system drive, selecting the
check box next to C: makes the Disable access to user’ directory check box available. The administrator
can now choose to restrict the user to access the directory C:\Documents and Settings\User folder by
selecting the check box. The user will be able to access only the Desktop. This option is only made
available when the system drive letter check box is selected. Clear the check box to allow users to save
and create files within their own directory.

To prevent access to removable drives, select the check box for removable drives. This feature prevents
the user from seeing any removable drives connected. To disable file extensions from being used, select
the desired extension. To add another file extension to the list, enter the extension in the field provided
and click Add Extension.

18
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Once enabled, this feature prevents access to or creation of files with the specified extension.

Ifaremovabledriveis connected duringthe WINSelectinstallation and configuration,

A it is assigned a drive letter. It is recommended that removable drives be disconnected
during installation and configuration to avoid inadvertently applying WINSelect
settings to the removable drive.

Start Menu

The Start Menu node provides options for restricting access to the workstation Start menu. Customize
access to the Start menu by selecting one or more options.

‘) Faronics WINSelect Enterprise @

About
Kiosk
= System
- Control Panel
- Deskdop & Windows Taskbar

Start Menu
@ Enable Start Menu
(" Disable all Start Menu items

- Drives and Flle Extensions o
7. Control Panel, De
- Network Restrictions i
. Hotkeys 5

=1~ Applications [| Disable ight-click on Start Menu items (Unavailable for Windows 8/10)
i Microsoft Office [7] Enable classic style Start Menu {Availabls on MS Vista and bslow)

- Menu

: Windows 8/ Windows 10
Intemet Browser

[™] Always boot to Desktop (Windows 8 Only)

it =
o [7] Hide Task View (Windows 10 Orly)

Acceptable Use Policy

- Administrator || Disable urinstall of apps
i ADM Templates [7] Disable pinning of apps to Taskbar
i+ User Session [] Disable right click on tiles and customization of Start Screen

* WINSelect Template

Status
Cant retrieve seftings for mutiple workstations

Fotios poats | [0

Enable Start Menu - select this option to allow access to the Start Menu.
Disable all Start Menu items - select this option to disable Start Menu completely.

Disable selected Start Menu items - select this option to disable the selected Start Menu items. Select the check
box for the specific items/operating system version you want to disable.

Disable right-click Start Menu item - select this option to disable right-click for the Start Menu and prevent the
user from accessing the secondary menu. This option is not available for Windows 8.1.

Enable Classic Style Start Menu - select this option to enable the Classic Style Start Menu. This option is available
on Windows 7 and below.

Windows 8.1/Windows 10 (version 1803)
Select the following options if Windows 8 .1is installed on the managed computers:
Always boot to Desktop (Windows 8.1 Only) - select this option if you want the computers to always boot into

Desktop mode. If you do not select this option, the computers running Windows 8.1 will boot into the Start
Screen by default.

Hide Task View (Windows 10 version 1803 Only) - select the check box to disable Task View on Windows 10
version 1803. The Task View allows you to switch between programs currently running on the computer.

Disable uninstall of apps - select this option to disable uninstalling Windows 8.1 apps by the user.

Disable pinning of apps to taskbar - select this option to disable pinning the Windows 8.1 apps to the taskbar
by the user.

Disable right-click on tiles and customization of start screen - select this option to disable the ability to right-
click tiles on the start screen and also disable the customization of the start screen by the user.
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Network Restrictions

The Network Restrictions node provides network restriction options. Administrators can limit access
to specific web sites with these options.

@ Faronics WINSelect Enterprise

b Deskbop & Windows Taskbar
- Dirives and File Extensions

i+ Start Menu

. Metwork Restrictions
Hotkeys

[=- Applications

i Microsaft Difice

- Menu

- Intemet Browser

2lx]

— Network Restrictions
¥ Enable
Specify the UAL:

Specify the IP address [or range):

— |
1 Allow selected [l
vl

Dizallow selected

Add

Prirters
- Acceptable Use Palicy
[=)- Adrministrator
- #DM Templates
- User Session
LowiINSelact Template

Remaove

Status
’7Anplied settings sucessfully

Retrieve | Fiestore Defaults | Help | 0K | LCancel | Apply |

To apply network restrictions on the workstation, select Enable.

To restrict a specific domain name, enter it in Specify the URL and click Add. The name appears in the
list.

To restrict an IP address or a range of IP addresses, enter the addresses in the field(s) provided and click
Add. The addresses appear in the listbox.

If a range of addresses is specified, each individual address within the range is either restricted or
allowed depending on the radio button selected (Allow selected or Disallow selected).

Select the Allow selected or Disallow selected radio buttons to specify the list behavior. Restrict or permit
selected ranges or domain names based on which entries are selected. If Allow selected is selected, the
selected list entry will be allowed. If Disallow selected is selected, the selected list entry will not be

allowed. To remove an item from the listbox, select the item and click Remove.

(‘1‘;0 Faronics WINSelect Enterprise ﬂﬁl

+- Abaut — Network Restrictions
Kiask IV Enable
[El- Spstem
‘- Control Panel Specify the LIRL
Desktop & Windows Taskbar
Diives and File Extensions I
Start Menu
i Metwork Restrictions
i Hatkeys
El- Applications I - - - I
- Miciozoft Office
- Menu
- Intemet Browser
- Printers
Acceptable Use Policy
=1~ Administrator

- ADM Templates
i User Session Bemove

. wIMSelect Template

Specify the IP address [or range).

Add

& Disallow selected

O Allow selected

Status
’VAppliEd settings sucessfully

Rietrieve Fiestare Defaults | Help | 1] 4 Cancel Apply
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Hotkeys

The Hotkeys node provides options for restricting the use of specified hotkeys at the system level.
Key combinations that work in multiple applications can be disabled regardless which application is
enabled on the workstation.

(‘{;‘ Faronics WINSelect Enterprise ﬂll

— Hotkeys

Select Hatkeys to disable

[=- System
- Contral Panel Select sl Deselect Al
- Diesklop & Windows T askbar
- Dirives and File E stensions O 1 alt+1 1 &l + Pt Scm [T &
- Start Menu [0 Al+B ] &lt+d [ &k+0 ] &

- Metwork Restrictions [J Alt+C [ Alt+ K [ Ak+R ] Al

] Alt+D ] ak+L [ ak+5 [ A0
3. Aoplicati [ Alt+E [ &l +M [ &l + Shift +Tab 1 &0
2 A [ Ak+F ] &b+ O] &b+ T O &

M [J &+ [ &k+0 [] Al+Tab [ Be

= [ Alk+H O] &k+P O ak+U oo

- Internet Browser

- Printers P »
- Acceptable Use Policy J
1 Administrator Specify Hotkey

- ADM Tamplates INone Add to List Femayve |

- Uzer Session

~WINSelect Template

Statuz
’7Applied zettings sucessiully
Rietrigve Fiestore Defaults | Help | ak Lancel Soply

Select the hotkeys on the list that will be disabled on the workstation. Click Select All or Deselect All to
select or deselect all hotkeys.

Hotkeys not listed can be added by entering the key combination and clicking the Add to List Button.

The Remove option only removes custom key combinations added by an administrator.

21
o+ About —Hotkeys
- Kliosk, X
B Spstem Select Hotkeys to disable
Control Panel Select Al | Deselect Al
- Diesktop & Windows T askbar
- Dives and File Extensions O ] Alt+1 [ Al + Pt Scm 1 &
- Start Menu [ Al+B [ Akt+d [ ak+0 1 Al
Metwork, Restrictions [ A+ C [ Ak +K [] Ak+R [ &1
i [J &+D [ ak+L [ ak+5 1 &0
" Alt+E [ Alt+M [ Al + Shift +T ab 1 Al
51 Applicat O
s [ At +F ] Alt+N O] ak+T 0 &
M [ A+G [ &k+0 [] Al+Tab [ Be
2N [ &k+H ] Ak +P O] ak+U Ot
- Internet Browser
- Printers 4 e
- icceptable Use Palicy J
[ Administrator Specify Hotkey
- A0M Templates |N0ne Add to List Fiemoye |
- User Session
- wiNSelect Template
Status
’7Applied settings sucesshully
Retrigve Restare Defaults | Help | oK Cancel Ll
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Applications
The Applications node allows customizing of applications.
This option is unavailable when Kiosk mode is enabled. If administrators wish to create a Windows

environment featuring only specific applications, but do not wish to create a WINSelect Kiosk, they
can specify the desired applications on this node.

@) Faronics WINSelect Enterprise 21X
- About — Applications
i Kinsk, T
i “
5 System Allow only selected applications
- Contral Panel ' Dizallow selected applications
i Desktop & Windows T askbar
i Drives and File Extenzions Select Al | Deselect All |
Start Menu
i Nietwork R estriction: S agent exe =
- Hotks :
e [ &lCHvald exe

- Applications

- Microsoft Offics ] Al Loghiewer. 2us

] Altiis_MNS_E_0.exe

Menu ] ARPwWrapper.ene
- Internet Browser [ ] bop.exe
- Printers [ ] bpacmd.exs
- Acceptable Use Policy [ ] ch32.exe LI
=- A_dm\nistratnr

i DM Templates
-~ User Session
LowfINSelect Template

Ligt all Programs Add.. Remove |

Status
’7Appli5d zettings sucessfully

Retrieve Restore Defaults | Help | oK LCancel Apply

To populate the list with all available .exe files found within the Program Files folder, select List All
Programs. Use the available options to select or deselect all applications, to list all applications, or to
remove applications from the list.

To add an individual application, click the Add button. Browse to the desired application’s .exe file and
click Open.

Allow only specific applications to run or to prevent specific applications from running. Each application
must have a selected check box next to it to dictate the list behavior. If an allowed application opens a
second application, the second application must also be listed.

A disallowed application is recognized by name, not location. If an application is specified as disallowed
then moved to a different folder, WINSelect will still prevent it from being opened.

A Selecting Applications from the Windows system folder may cause system instability.

To remove an application, click the Remove button.
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Microsoft Office

The Microsoft Office node provides options for restricting access to Microsoft Office menu items. The
administrative features of Microsoft Office are listed to allow the administrator to prevent users from
unauthorized manipulation of these settings.

o+ About — Microsaft Office
i Kiosk
£l System Select menu items to disable
- Control Panel
- Desktop & Windows T askbar [] Disable macro
Drives and File Extensions [] Disable ¥B editor
- Start Menu [ ] Disable Templates and Addine
- Metwork B estictions [ Disable execution of Visual Basic applications
- Hetkeys [] Disable web

- &pplications |:| Dizable detect and repair

- Manu

- Internet Browser

- Prirters

- Acceptable Use Palicy
=) Administrator

- ADM Templates

- |ger Session

- wMSelect Template

Status
Succesfully retrieved settings for client2,

Fetiieve | Restore Defaults | Help | QK | LCancel | Lpply |

Select the menu items from the list that will restrict menu items of Microsoft Office applications on the
workstation. Select the menu items from the list and click Apply.

The following Microsoft Office programs can be disabled by selecting the check box next to it:
Disable Macros disables macros and the shortcut keys displayed.

Disable VB Editor disables the macros, Visual Basic editor and the shortcut keys displayed.
Disable Templates and Addins disables the Templates and Addins for Microsoft Office.
Disable execution of Visual Basic Applications disables the execution of Visual Basic programs.
Disable Web disables the Web toolbar in Microsoft Office.

Disable detect and repair disables the Detect and Repair option in the Help menu.
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Menu

The Menu node provides options for restricting access to specific menu items within selected
applications.

@& Faronics WINSelect Enterprise 2x]

About — Menu Configuration

i Kiosk

El- Gystem Select application Select menu items to dizable
Contral Panel
Desktop & Windows T agkbar
Drives and File Extensions

- Shart Mernu

- Network Restrictions

- Hotkeps

I~ Applications

- Microzoft Office

- L

- Intemet Browser

- Printers

- dcceptable Use Policy

El- Admiristrator

-~ ADM Templates
User Session Fiecod. Remove

‘WINSelect Template

Status
’7App\ied settings sucessully

Retrigve Restare Defaults | Help | ok Laneel Epply

structure. Menus of products having a different menu structure will not be recorded

é WINSelect will record the menu only for products that adhere to Microsoft’s menu
properly.

To record a menu to be restricted:

1. Select a specific application by clicking Record and browse to the executable file (.exe). In the
example below, the Wordpad application was selected.

open I [
Look jn: I@Accessories j e ? B

[ wordpad exe

Iy Computer
File hame: I j Open I
Files of type: IExecutabIes [ exe) j Cancel /l
%

2. Open the menus to be restricted one at a time. The WINSelect Menu Recorder records the
selected menu.

3. Close the application.
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— Menu Configuration
Select application Select menu items to disable
- Control Panel
- Dizsktop & Windows Taskbar =]
Drivies and File Estensions
- Start Menu . ChleN
- Network, Restrictions . Cuk0
- Hotkeys . Cul+P
B Aipplications I:‘ Sa.va Chil+5
- Microzoft Office
Menu [ Page Setup
. Irtemet Browser [ Fiint Preview
- Privters [ Recert Fils
- Acceptable Use Policy SaveAs..
[=1- Administrator ~[5end. b
-~ ADM Templates -] Help
User Sessian Becod... Femove | B[] Irsert j
- WINSelect Template
Status
’7App\ied settings sucessfully
Retriexve | Restore Defaults | Help | oK | Cancel | Apply |

WINSelect displays the .exe file selected on the left and the menu items the administrator opened on
the right. Click on specific menu commands within the tree structure to restrict individual commands
within those menus.

Once enabled, the user will be able to access the commands within the application but will not be able
to use them.

Changes cannot be made to a set of menu commands once they have been selected.
The .exe file must be deleted from the menu list and the process repeated.

Menu commands for Microsoft Office cannot be recorded.

Internet Browser

The Internet Browser node provides options for restricting access to Internet browser functions and
menus. Enable these features when users are required to access the Internet, but are not permitted to
save locations, print pages, access the favorites menu, etc.

2(x]
++ About —Irtemet Browser
ok I Disable ight-dlick
[=1- System
... Control Panel ™ Prevent opening of files or folders from address bar
- Desktop & Windows Taskbar ™ Remove Address Bar (Intemet Explorer 9.0 and higher only )
- Drives and File Extensions W
- Start Menu : I
- Network Restrictions = T
- Hotheys Select browser Select menu tems to disable
- Applications
- Microscft Office H;W?F?efpé:(mr
- Menu
- Printers
- Acceptable Use Policy
[l Administrator
- ADM Templates
- User Session ™| Dreable Favor 7 of Irtemet Bxplorer

- WINSelect Template

Status
Applied settings sucessfully.

Retrieve Restore Defaults Help OK Cancel Al
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Disable right-click functionality by selecting the Disable right-click check box. This prevents the user
from accessing right-click menus and prevents the saving of links or the copying of addresses.

To prevent access to files stored on a network, choose Prevent opening of files or folders from address bar.
This prevents the user from opening documents on local drives or Internet directory locations.

Specify the workstation’s browser home page in the space provided. This is the web page displayed each
time the browser is opened. This overrides the home page specified within the Internet browser.

Select a browser from the list and select the menu items to be disabled in that browser. Menus such as
File, View, and Favorites can be selected, which prevents the user from accessing them.

Entire menus can be disabled along with individual commands within menus. Select the check box
next to the top level to disable an entire menu, or click to expand the menu and select the individual
check boxes to disable the commands found within.

Select the Disable Favorites menu of Internet Explorer check box to disable the saved list of frequently
visited web sites. The user will not be able to view the Favorites list and bookmark new favorite web

pages.

The Disable right-click, Disable Menu (or sub-menu items), and Disable Context

A Menu (or sub-menu items) will gray out the menu or the sub-menu items as selected.
The menu or the context-menu will still be visible, but options cannot be selected
once disabled.
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Printers

The Printers node provides options for restricting access to any available printers connected to the
workstation. The list of printers for the workstation is displayed. Use this feature to restrict printers
entirely, or to permit users to print a specific amount of material on one or more selected printers.

Access to offline printers can be restricted. This is useful to remember since offline printers can still
receive printing jobs.

& Faronics WINSelect Enterprise x|
- About - Printers
L Kingk
: " Enablz prirt quota
El- Spstem p » .
Contral Panel o all
- Dezktop & Windows T askbar " Disable selected
- Drives and File Extensions
Chart Menu el _#VMwareVitualPrinter

- Metwork. Restrictions
- Hotkeys
B &pplications
- Microzoft Oifice
- Menu
Internet Browser

- Printers
- Acceptable Use Policy r— Print Quata
- Administrator Print quota in pages per session [0 means na limit) : ID

- &0OM Templates

- User Session

-~ wiMSelect Template

Status
’7Appliad settings sucessfully

Retrieve | Restore Defaults | Help | ok | LCancel | Loply |

Select one of the three options available for configuring printer access. Enable print quota does not
disable any printing capabilities. It only places a restriction on the number of pages a user can print
from the workstation. If you choose to specify a printing quota, enter the number of pages per session
in the box provided. Entering O (zero) denotes no limit.

Disable all restricts printing from each printer that has been added to the workstation. To disable
selected printers only, select the specific printers on the list and select Disable selected.

For more information on adding and connecting printers consult your Windows documentation.
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Acceptable Use Policy

The Acceptable Use Policy node allows for display of an Acceptable Use Policy (AUP) at the start up of
the workstation. This feature allows the administrator to specify the conditions of use each time a user
logs into a workstation. The user must accept this policy before using the workstation.

There is no file size restriction and only files with the .rtf extension can be imported.

@ Faronics WINSelect Enterprise 2| x|
o bt Acceptable Use Policy

o Kok

[#]- System

- Applications

- Prirers

E---Acceplabla Use Palicy
Administrator

IV Display AP at warkstation start up

Acceptable Use Paolicy:

Statug
Succesfully retrieved settings for client].installation04. local

Retiieve Restore Defaults Help oK Cancel Apply

To enable this feature, select Display AUP at workstation start up. Once this setting is enabled, the user
will not be able to access the workstation without accepting the policy.

Click Import and browse to the location of an .rtf file that has the AUP text.

A WINSelect does not enforce statements made in imported Acceptable Use Policy.
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Administrator
The Administrator node is used to change passwords required by administrators, and to enable or
disable WINSelect.
— Pazzwords
Mew pazzword: I
-~ Acceptable Use Policy
=E Confirm new password: I
- A0M Templates
- User Session
NS elect Template
i Protection
¥ Enable WiNSelect
™ Disable WINSelect for Administrators
Status
’7Applied zettings sucessfully
Retrieve Restare Defaults | Help | ok Cancel Apply
Passwords

To set a new password, type the new password in the New password field. Enter and confirm the new
password. Click Apply to apply the new password. The password initially set following the WINSelect
install is replaced by the new one. Only one administrator password can be set.

Protection
Choose Enable WINSelect to enable WINSelect on the workstation, and if WINSelect is disabled for
administrators.

If Disable WINSelect for Administrators is selected, the restrictions specified in WINSelect will not
apply to users who log in using an administrator password.
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ADM Templates

The Active Directory Management (ADM) Template node provides the option to import and configure
.adm templates. Since WINSelect provides administrators with an interface to edit Group Policy
settings, administrators can create their own .adm templates to supplement WINSelect’s features.

For more information consult the Microsoft support article regarding Active Directory Management.

- fbout

{ Kiosk

- System

- Applications

L Printers

i Acceptable Use Policy

El- Adrministrator

A0M Templates

- User Session
WiNSelect Template

Retrieve Restore Defaults |

Ei‘ Faronics WINSelect Enterprise

21

[ A0M Templates

Impart. .
Configue
Delete

Status
’7Apphad settings sucesstully

Help | ok Cancel

Apply

Select Import to add an .adm file. Importing an .adm template creates a WINSelect.adm file located in

C\WINDOWS\inf.

Once an .adm file has been opened, select Configure to open the Group Policy Editor where changes
can be made.

Deleting the ADM template does not remove the applied settings. It only removes the template from
the WINSelect Control Panel. Changes must be made by selecting Configure or through the Windows
Registry Editor.

- dbout

- Kingk

[#]- Spstem

#- Applications

- Pririters

- ceeptable Use Policy
[=)- driristratar

81 Session

-~ WwNSelect Template

&"-_‘:d Faronics WINSelect Enterprise

—ADM Templates

C_ASS MACHIME
CATEGOY findowsCom aneats

CATEGD v Ww/MPCA
FOUCY IDizableSewpFirstU seConfiguratior

t vession »=4
SUPPCRTED ISUPPORTZD_'WWMP3
Heru i

E#PLAIN 'DizablzS eupFirstl seConf quratior Explain

KETMAME "SoftwaresPoicies\Mizrosoftyw/indowsh ediaPl

Retrieve Restore Diefaults |

WALUEMAME "GioupPrivacyscceptance

WALUEON MIMERIC 1 Import.. |
VALLIEDFF MLMEIICC
ENC POLICY oo, |
Delete |
Status
’VAppIied sattings sucesshully

Help | ak Cancel Apply

The ADM template can be configured only on the workstation. Only one ADM
template can be active at a time.
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User Session

The User Session node provides the option to create user sessions that are limited in duration. This
allows the administrator to specify the amount of time a user can spend logged into a workstation.

e";‘ Faronics WINSelect Enterprise ﬂﬂ
- About — User Session
- Kiosk
V' Enable

[+]- Systern
[+ Applications
- Printers

Duration of User Session in minutes: |50 = | Number of codes to generate: I‘\ 'I

- Acceptable Use Policy
[=- Adrminiztrator S,
ADM Templates 1 60 ™ Show warming message I 5 minutes
i Uger Session - 032ndL before the session expires

L wWINSelect Template
™ Reboct computer after user session finishes

Generate Codes
Copy All Codes | Frint all Codes |
Status
Succesfully retieved settings for client2.
Fetiieve | Restore Defaults | Help | oK | Cancel | Apply |

To enable the User Session feature, ensure Enable is selected and perform the following steps:

1.  Choose the Duration of User Session in minutes for the session from the drop-down. Time
values range from 5 minutes to 1440 minutes.

2. Choose how many session codes to be created from the Number of codes to generate drop-
down. Count values range from 1 to 1000.

3. Todisplay a warning select the Show warning message x minutes before the session expires check
box. Specity a value for x between 1 and the lowest user session -1. For example, if you have
selected three sets of user sessions with duration 15, 30, and 60 minutes, the warning must be
between 1 and 14.

4.  To reboot the computer after the user session, select the Reboot computer after user session
finishes check box.

Click Generate Codes.
Click OK.

WINSelect Protection has not been enabled, select the Enable WINSelect check box

f WINSelect Protection has to be Enabled for the User Session settings to be applied. If
in the Administrator node.

After the Windows logoff (to apply the new settings) the next user to use the workstation is prompted
to enter a generated code at the beginning of the user session:

x|

Pleaze enter valid zezzion code: I

[~ Administrator

L . oK
'our gezzion will expire in 23 zeconds. _
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If you are the administrator, you can select the Administrator check box. The WINSelect login screen
is displayed. You can enter the administrator password to launch WINSelect in Administrator mode. If
you are logged in as the workstation user, and the session reaches its allotted time, a dialog will appear
asking for a new code to be entered. The user will not be able to use the workstation until the new code
has been entered. If a new code is not entered, the session will expire. Once a code has been used, it is
automatically removed from all workstations on the network. If you login as an administrator, the user
session never expires.

After logging on to the computer using the code, the following status bar is displayed at the top of the
screen.

ﬁlilh:l!irn '= Mo Lirnik

If the Show warning message x minutes before the session expires check box is selected in the User
Session node, a warning is displayed x minutes before the expiry of the session.

L] "_l., Your session will expire in 14 minukes
L
¥ Snooze I vI minutes

{~ Do not show message again

Click Snooze and select the number of minutes from the drop-down. Click OK. The warning will be
displayed again after the selected duration.

If you do not want the warning to appear again, click Do not show message again and click OK.

Administrators can create multiple codes for multiple session lengths within this node. If only one
code needs to be printed, right-click the code and select Print.

To remove an individual code, right-click on it and select Remove. To remove a group of codes, right-
click the first node in the list and select Remove.

Click Copy all Codes to copy all the generated codes to the clipboard. You can launch the program of
your choice and paste the codes.

Click Print all Codes to print all the generated codes using the default printer.

32

Faronics



Faronics

LU

WINSelect Templates

The WINSelect Templates node provides the option to export all configured WINSelect settings as a
WINSelect template. This template can then be deployed to any number of workstations protected by

WINSelect.
It is saved as a proprietary file format and can only be opened by WINSelect.
2l
- About —WINSelect Template
Kingk r— Export
Systemn -
Applisations O Accgptable Use Policy = Select Al |
Printers [] Administrator
Acceptable Uze Policy E égﬁlti[c;?ii:::el
- i Deselect Al |
= Adinistrator [l Desktop & Windows Taskbar =
~ADM Templates [] Diives and File Extensions
i User Session ] Hotkeys
oINS elect Template [ Internet Browser
[] Kiosk
O — Export |
— Impart
Impart |
Status
(Succcsfull}l retrieved settings for client].installationl4. local
Retrieve | Restore Defaults | Help | oK | LCancel | Lpply |

To create a WINSelect template, select all the settings that are to be part of the template in the list
of WINSelect nodes. Use the Select All or Deselect All options as required. Click Export, browse to a
location to save the template, and save it with a unique name.

To import a WINSelect template, click Import and browse to the location of the preferred template.

open 2]
Look in: | <= Local Disk [C:) e N

ﬁDocuments and Settings
") Program Files

{0 Shared

o) WINDOWS

File name: Inew_template.wsd j Open I
Files of type: JwiINS slect File” wsd] =l Cancel |

“
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Using the WINSelect Kiosk Mode

This setting allows administrators to create a kiosk type workstation where only specified executables
can be run. It also disables access to the Start button and Windows Taskbar. To access the Kiosk mode,
click on the Kiosk node in the left pane of the Administrative Console.

; \‘@ Faronics WINSelect Enterprise @ .

Kiosk Mode

- System [©] Enable

Desktop & Windows Taskbar o o o )

i Drives and File Bdensions Specify kiosk applications and select which will be launched automatically:
Start Menu

Network: Restrictions

" Irtemet Browser
Printers
- Acceptable Use Policy
=) Administrator
i ADM Templates
User Session
L. WINSelect Template

Status
Cant retrieve settings for multiple workstations.

| RestoeDefauts | [ Hep | [ ok || cancel |

To create a Kiosk workstation, select Enable in the WINSelect Kiosk Panel. Select Disable Tablet Mode
to disable launching in Tablet Mode.

To add an application, click Add and enter any executables that are active on the workstation. Once
added to the list, these applications are available to the workstation user. Any application with a selected
check box next to it will appear maximized on screen following a restart. Applications without a selected
check box next to it will still be available and can be accessed through the WINSelect Kiosk Panel. The
applications added to the Kiosk Panel should remain open till the settings are applied in WINSelect.

Select the Exclude automatically launched applications from Kiosk Launcher check box to exclude
certain applications from the Launcher.

Select the Maintain current size and position for application windows check box to specify the window
size and desktop placement for enabled applications. If this option is selected, the specified applications
will open immediately and the administrator can set the size and position by clicking and dragging
window frame edges.

A Desktop shortcuts cannot be added to the list of applications; the executable itself
must be added.

There are three ways which a WINSelect Kiosk can function:

One or more maximized applications: These can be selected using the Windows Taskbar.
Enable these by selecting a series of applications using the Add button and selecting the check
box next to each added application.

Applications selected but not maximized: Applications can be accessed from the WINSelect
Kiosk Panel. Configure by selecting a series of applications using the Add button and leaving
the check boxes cleared. The user can launch these applications using the WINSelect Kiosk
Panel.
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«  Applications selected, size specified, and placed by the administrator: Configure by selecting
a series of applications and selecting the Maintain current size and position box for application
windows check box.

The Kiosk panel is minimized to the Taskbar upon startup.
To remove an executable from the Kiosk list, select it and click Remove.
When Kiosk Mode is enabled the following settings are automatically applied and cannot be disabled:
o  Task manager is disabled
« Right-click is disabled on Taskbar and Start Menu
o  Taskbar icons are hidden (System Tray, clock)
«  Start button is completely disabled
« Applications are disabled
« Al UNC (Universal Naming Convention) paths are disabled
Printing is blocked on Internet Explorer and Firefox

Click Apply to save the changes and create the Kiosk settings. A logoft is required for changes to take
effect.

WINSelect Kiosk Panel

When the WINSelect Kiosk is active on a workstation, the selected applications appear in the WINSelect
Kiosk Panel. By default, this panel is minimized to the Taskbar on startup. Click on the Taskbar to
maximize the WINSelect Kiosk panel.

WIiNSelect Kiosk
e ExCEL
5
@ oIS

L-_ OLTLCE,
2
WINWIORD
@wmplayer
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Scheduling Actions

WINSelect actions can be scheduled through Faronics Core Console to occur on one or many
workstations on a one-time, daily, weekly, or monthly basis. Actions that can be scheduled are:
Shutdown, Restart, Wakeup, Enable Protection and Disable Protection.

To choose an action, click Schedule Action in the right pane and choose the preferred action from the
menu, as shown:

client2.installation04. local -
& shutdown

% Restart

2 wakeup

@ Prokection r
@ Configure WINSelect

B Schedule Action Shutdown
*2. Configure Workstations Restart

d T wiakeup

E, Remm-'f Protection  #
: Disable

Copy

B Help

Alternatively, right-click on the selected workstation, select Schedule Action in the contextual menu,
and select the preferred action.

Each schedule option has different configuration options, depending on the frequency of the action,
as shown:

@ Schedule Console Action

IEE N -IE nable Frotection|

Schedule this tazk:
() One Time ) Weekly
0 Daily ) Monthly

Ore Time Pattam

Perform task at: [11:40:434M %

on | Thursday . September 04, 2008 |

[ QK H LCancel ]

To execute a task one time only, choose the One Time radio button.
Enter the time and date when the task will execute.

Click OK to complete the scheduling of the task or Cancel to exit the dialog.
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Appendix A: User Scenarios

The following two user scenarios outline possible WINSelect configurations according to the tasks the
workstation will be used to accomplish. Other scenarios are possible as well.

User 1—Library System Administrator

Workstation Functionality

Suggested Configuration

Users are provided to access the Internet, the
library card catalog, and limited word processing
capabilities.

Enable Kiosk mode with the following applications:
Internet Explorer (IEXPLORE.EXE).
Microsoft Word (WINWORD.EXE).

Users are prevented from using chat or email
applications.

Set Internet Explorer as the default, maximized
application upon start up.

An existing content filter is in place to block
inappropriate web sites and other web based
games or applications.

Apply an Acceptable Use Policy message indicating
what is allowed on the workstation.

Users are limited to 30 minutes of computer
time per session.

Enable User Sessions with a generated set of access
codes.

Users can print only a specified number of pages
per session.

Enable printer restrictions and set a specific limit
on the pages printed.

User 2—Corporate IT Administrator

Workstation Functionality

Suggested Configuration

Users require access to Microsoft Office suite.

Configure System node to prevent access to the
Task Manager, and to disable UNC path.

Users require access to email and their network
folder to save information to.

Users need to be prevented from saving to,
or accessing any location on the C:\ drive,
including their own profile.

Configure the Applications and Internet Browser
nodes to prevent opening of files or folders from
the address bar.

Users should not have any games installed on
the workstation.

In the Applications node configure to block any
applications that should not be run (games).

Internet access should be unfiltered.

Configure drives and file extensions to prevent
access to C:\

Configure Start menu to use classic layout and
disable any applications that are not required for
day to day operation.

Configure Control Panel to hide all applets.

Hide all desktop icons.
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Appendix B: Command Line Installation Options

Command line installation options offer increased flexibility in installing WINSelect. The following
functions and commands are available:

Function Command

Silent install msiexec /q /i [path]WINSelect_Ent_32-bit.msi
WSADMINPSW=[password] WSADMINCONFIRMPSW=[password]

Silent install msiexec /q /i [path]WINSelect_ Ent_32-bit.msi

(Evaluation WSADMINPSW=[password] WSADMINCONFIRMPSW=[password]

Version) WSUSEEVAL=1

Silent uninstall msiexec /q /x [path]WINSelect Ent_32-bit.msi

[path]: location of the WINSelect executable
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Appendix C: Uninstalling WINSelect

Uninstalling the WINSelect Loadin

The WINSelect Loadin can be uninstalled through Add or Remove Programs. To do so click on
Start>Control Panel> Add or Remove Programs > Faronics WINSelect Loadin > Remove. Uninstalling
the WINSelect Loadin will remove all WINSelect management capabilities from Faronics Core
Console. It will not remove WINSelect installations from the individual workstations.

Uninstalling WINSelect on a Workstation Using Faronics Core Console

WINSelect can be removed from a workstation using Faronics Core Console.

1. Open Faronics Core Console.

2. Click on Workstations > Managed Workstations in the left pane of the Console.
3. Right-click on the workstation(s) from which WINSelect will be removed.

4. Click on Configure workstations > Advanced > Uninstall WINSelect

Uninstalling on an Individual Workstation Using the Uninstall Wizard

A To perform a WINSelect uninstall, click the Administrator node and ensure the
Enable box is not selected.

WINSelect can be removed by double-clicking on the .msi file used to install WINSelect. The Setup
Wizard appears:

1. Launch the WINSelect installer WINSelect_Ent_32-bit.msi. The uninstall wizard appears,
asking for confirmation of the uninstall.

2. Restart the workstation to complete the uninstall.

The administrator must log out of Windows and log back in at least once to complete
the uninstall.

39 Faronics



Faronics

LU

40 Faronics



