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1. Endpoint Protector
Virtual Appliance formats

The Endpoint Protector Virtual Appliance is available in different formats and for
various platforms. The table below provides a quick overview.

Environments

VMware Player 7.1.0
VMware 11.1.0 ° ° °
Workstation
Oracle VM 5.0.28 ° °
VirtualBox
VMware vSphere 6.0.0 ° °
(ESXi)
VMware Fusion 7.1.3 ° °
Professional
Hyper-V Manager 10.0.14393.0 °
Windows Server
2016
Parallels Desktop 11.1.3 °
Citrix XenCenter 6.2 o

In addition to the Virtual Environments mentioned above, the Endpoint Protector
Virtual Appliance can also be run on older versions of the virtualization software.
This makes testing and implementation as easy as possible. Additional
information can be found in the following chapters.

Note!

The most commonly used format is OVF (Open Virtualization Format) as it is
compatible with the majority of the virtualization software.
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1.1. Virtualization software that support OVF and OVA

In addition to the information provided in the initial table, this formats are also
supported by:

= VMWare Workstation 11.1, VMware Player 5.0 or higher, VMware Fusion
7.1.2 and VMware ESXi 5.1 or higher

= QOracle VM VirtualBox

= Citrix XenCenter 6.2

1.2. Virtualization software that supports VMX

In addition to the information provided in the initial table, this format is also
supported by:

» VMware Player 5.0 or higher
= VMware Workstation 9.0 or higher
Note!

The .VMX virtual appliance is set to run on the latest VMware Workstation
version (v11.x.x) and on the latest VMware Player version (v7.x.x). In order to
run these virtual appliances on older VMware Workstation / VMware Player
versions, the following actions are required:

1. Extract the .zip archive

2. Go to the extract location

3. Click to edit the .VMX file using a text editor; 4. Search for the
"virtualHW.version" field; 5. Replace the default version (default = 11) to the
desired version

Examples:

- if you want to run the .VMX virtual appliance on VMware Workstation v9.x.x or
VMware Player v5.x.x, than virtualHW.version = "9"

- if you want to run the .VMX virtual appliance on VMware Workstation v10.x.x or
VMware Player v6.x.x, than virtualHW.version = "10"

6. Save the changes and close the text editor
7. Import the virtual image
8. Play the virtual machine



3 | Endpoint Protector Virtual Appliance | User Manual

1.3. Virtualization software that supports VHD

In addition to the information provided in the initial table, this format is also
supported by:

= Microsoft Hyper-V 6.1.7601.17514

* Microsoft Hyper-V 6.3.9600.16384

1.4. Virtualization software that support PVM

In addition to the information provided in the initial table, this format is also
supported by:

e Parallels Desktop 10.2.1

1.5. Virtualization software that supports XVA

In addition to the information provided in the initial table, this format is also
supported by:

= Citrix XenServer 5.5

= Citrix XenServer 6.0



2. Using the OVF format

There are several options to implement the Endpoint Protector Virtual Appliance
using the OVF format. The way to do this is explained below.

2.1. Implementation using Oracle VM VirtualBox
1. Unzip the downloaded package

2. Start VirtualBox
% Oracle VM VirtualBox ‘ E=ES )

File Machine Help

D S |[Fv- Do

Mew Settngs Start  Discard Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The list is empty now
because you haven't created any wirtual machines yet. —
In order to create a new virtual maching, press the New button
in the main tool bar located at the top of the window, b ’

You can press the F1 key to get instant help, or visit
v, virtualbox. org for the latest information and news.
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3. Go To File > Import Appliance

-
%§ Oracle VM VirtualBox

Machine Help

Virtual Media Manager...
@ Import Appliance...

@ Export Appliance...

& Preferences...

W Bt

Ctrl+D
Ctrl+I
Ctrl+E

Ctrl+G

Ctrl+Q

{3} Details | Snapshots |\9 Description

Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer. The listis empty now

In order to create a new virtual machine, press the New button g‘"’-)‘

because you haven't created any virtual machines yet. %\‘ .-&T— s

in the main tool bar located at the top of the window.

‘You can press the F1 key to getinstant help, or visit
www virtualbox.org for the latest information and news. ‘ J

Import an appliance into VirtualBox

4. Press Choose button

—
{

\\\___—) Appliance Import Wizard

import below:

Welcome to the Appliance Import Wizard!

This wizard will guide you through importing an appliance.

IUse the Mexct button to go to the next page of the wizard and the Back button to return to the previous page. You can also
press Cancel if you want to cancel the execution of this wizard,

VirtualBox currently supports importing appliances saved in the Open Virtualization Format (OVF). To continue, select the file to
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5. Browse and select the OVF file from the extracted zip file

3§ Select an appliance to import u

S
@u'| . = Appli.. » Endpoint Protector Server V100 - |5f | | Search Endpoint Protector Serv... O |

Organize « Mew folder = ~ [0 @

JT Music v MName Date modified Type
[ Pictures

E Videos

| @ Endpoint Protector Server V100, ovf 9/21/201012:54 PM Open Virtual

(M Computer —
&, sy= ()
cw Work (D:)
— Media (E:)
2} CD Drive (F)
2} CD Drive (G:)
2 DVD RW Drive ()]

- 4 1 | ¥

File name: Endpeint Protector Server V100.ovf  ~ ’Dpen Virtualization Format (*.0 v]

| Open | | cancel |

6. Press Next Button

l'\____—/;' Appliance Import Wizard
[P — T re———

Welcome to the Appliance Import Wizard!

This wizard will quide you through imperting an appliance.

Use the MNext button to go to the next page of the wizard and the Back button to return to the previous page. You can also
press Cancel if you want to cancel the execution of this wizard.

VirtualBox currently supports importing appliances saved in the Open Virtualization Format (OVF). To continue, select the file to
import below:

E:\Appliances\Endpoint Protector Server ¥ 100\Endpoint Protector Server V100.ovf

oo ] [ cones
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7. Press Finish Button

@ Appliance Import Wizard
B ew o o Vil —

Appliance Import Settings

These are the virtual machines contained in the appliance and the suggested settings of the imported VirtualBox machines. You
can change many of the properties shown by double-clicking on the items and disable others using the check boxes below,

Description Configuration ol
Virtual Systern 1
% Mame Endpoint Protector Server V100
@ Product Endpoint Protector Server V100
& Product-URL www.endpointprotector.com
@ Vendaor CoSo5ys Ltd. =
& Vender-URL WWW.COSOSYS.COM
& Version 3050
@& Guest 05 Type 7 Linux 26 (64 bit)
{3 cpu 1
i} rRaM 2048 ME m
EP Network Adapter PCnet-PCII (Am79C9704)
@ MNetwork Adapter PCnet-PCII (Am79C9704)
. |/\ Led Piicle ©ambeallee (MREY__ OTTVA — | ; i

’Restore Defaults] [ Einish ] ’ Cancel

8. Wait for the import displayed by the progress bar

- — —
Importing Appliance ..: Importing appliance 'EMVAppliances\Endpoint Protector Server V100\Endpoint Protector ...

Importing virtual disk image 'E:\Appliances\Endpoint Protector Server W 100\Endpoint Protector Server V100, vmdk'... (2/2)

v = 1 X

2 minutes remaining

h -_—

9. At the end the new virtual machine will appear on the left container as
displayed bellow
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F ™
%§ Oracle VM VirtualBox [ESREER

File Machine Help

{:j 52 ¢ Al {E} Details |@ Snapshots |@ Description
s 7
New Settings Start Discard Welcome to VirtualBox!

The left part of this window is a list of all virtual machines on your computer, The list is empty now because

& Endpoint Protector Server V100 ou haven't created any virtual machines yet. '& —
@Powered off Y Y Y &; 3

In order to create a new virtual machine, press the New button in the g""‘!
main tool bar located at the top of the window. . s

‘You can press the F1key to getinstant help, or visit @

wwwe, virtualbox.org for the latest information and news. "Q
»

At this point the virtual machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.
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2.2. Implementation using VMware vSphere

1. Unzip the downloaded package.

2. Start vSphere

File fdt View lwectory Admimistraticn Plug-ms Help

B B O e b nemoy 0 B tvemy

a e

192.168.0 129

It ern conasys

What is a Host?

A host 15 a computer hal uses virtuaiization software. such
s ESX or ESXL 10 run virlusl machines. Hosts provide the
CPU and memory resources that virtual machines use and
Gve vriuS machines access 1o storage and network
connEcviy

You can 300 3 wiual machine 10 3 host by cvealng anew
one of by depioying & vitual appance

The easest way to add a virtual machne & to deploy a
wriual applance. A virkual appliance i a pre-bust vicual
machine with an operaling system and sofware aready
instalied A new vrtual machine wil need an operating
System instafied on £ such as Windows o Linux

Basic Tasks
&' Deploy from VA Marketplace

& Create a new virtual machine

clone b (X

| Learn about vSphere

Manaps muligle hosts slimenate coantme ad
Batence your datacenter with doBon, and more

| Evaluate vSphere

. |

A host 5 a compuier hal uses virtuaiization software, such
as ESX or ESX)L 10 run virtisyl machines Hosts provide e
CPU and memory resources that virtual machines use and
Qe virtual machines access 1o storage and network
connecinly

You can a0d a wisal machine 10 a host by creating a new
one or by Geploying a virtual appance

The casiest way 10 200 a virtual machine & (o deploy a
wirtual appliance A virtual appliance 15 3 pre-bult virtua
machne with an operating system and software aready
nstalied A new virhisal machine wil need an operating
sysiem rstafied on £ such a3 WinGows O Linux

Basic Tasks
& Depioy trom VA Marketplace

& Create a new virtual machine

Learn about vSphere

Nanage muBigle hests ehmenste Ocwrame 103
Salance your datacentes wih Wiskon snd mare

Evaluate viphere
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4. Press the Browse button.

Select the source location.

Source

OVF Template Details
Name and Location
Disk Format

Ready to Complete
Deploy from a file or URL

: I LI Browse... I

Enter a URL to download and install the OVF package from the Internet, or
| specify a location accessible from your computer, such as a local hard drive, a
Ll network share, or a CD/DVD drive.

Help | <Back | Next = I Cancel |

Z)

5. Browse and select the OVF file from the extracted zip file.

[ (& Open [

@le |, « Endp... » Endpoint Protector 4 Virtual ... v | 43 l I Search Endpoint Protector 4 Vi.. 0O [
Organize v New folder =~ 0l @
P Desktop “*  Name . Date modified Type

& Downloads L

] “# Endpoint Protector 4 Virtual Appliance 1/6/201211:27 AM  Open Virty

as
1= Recent Places

4 Libraries li
[j Documents
J’ Music
|| Pictures
B videos

1M Computer

&1
ca Work (E:)
ca New Volume (F:)|_|

a New Volume (I:)

v < m | 3

File name: Endpoint Protector 4 Virtual Applia ~ [OVF packages (*.ovf;*.ova) v]

[ Open ] [ Cancel ]
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6. Press the Next button

Source
Select the source location.
Source
OVF Template Details
Name and Location
Disk Format
Ready to Complete
Deploy from a file or URL
ll + e e 2
I:\Appliance\Endpoint Protector 4 Virtual Appliance\Endpoint v Browse...
! 1 =l |
Enter a URL to download and install the OVF package from the Internet, or
| specify a location accessible from your computer, such as a local hard drive, a
[ network share, or a CD/DVD drive.
|
|
Help <Back I Next > | Cancel

7. Verify the OVF Template Details and press Next

OVF Template Details
Verify OVF template details.

Source

OVF Template Details
Name and Location

Disk Format

Ready to Complete

Product: Endpoint Protector 4 Virtual Appliance

Download size: 708.6 MB

Size on disk: 1.5 GB (thin provisioned)
16.0 GB (thick provisioned)

Description: CoSoSys Ltd. - 2011
Endpoint Protector 4 -V 4.0.4.0
support@endpointprotector.com

Help <Back | Next > I Cancel
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8. Specify the name of the OVF template and press Next.

Name and Location
Specify a name and location for the deployed template

Source Name:

OVF Template Details :

QVF Template DE(E-I|S dpoint Protector 4 Virtual Appliance

Name and Location

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder.

Ready to Complete

Help <Back I Next > I Cancel |

Z)

9. Select “Thin provision” as Disk Format option and press Next

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: |datashore1

OVF Template Details

Name and Location 4
Available space (GB): | 66.0
Disk Format ¥ =

Ready to Complete

|| " Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
& Thin Provision

Help <Back | Next > I Cancel




13 | Endpoint Protector Virtual Appliance | User Manual

10.Press the Finish button to complete the installation.

Ready to Complete
Are these the options you want to use?

Zo#rc-reem late Details When you dlick Finish, the deployment task will be started.
MName and Location Deployment settings:
Disk Format OVFfile: I:\Appliance\Endpoint Protector 4 Virtual Appliance\Endpo...
Ready to Complete Dovinload size: 708.6 MB
Size ondisk: 1.5GB
| Name: Endpoint Protector 4 Virtual Appliance
| Host/Cluster: localhost.intern.cososys.com
I Datastore: datastorel
| Disk provisioning: Thin Provision
Network Mapping: "M Network"to "VM Network"

2 Power on after deployment

Help <Back I Finish I Cancel
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2.3. Implementing in Citrix XenServer 5.6 using OVF

Format
1. Unzip the downloaded package

2. Start XenCenter

(4 Y
€3 XenCenter lilﬂlg
File View Pool Server VM Storage  Templates  Tools Window Help
e Back - -\) Forward ~ @Add New Server @ New Pool | =j New Storage @ New VM @ Shut Down # Mo System Alerts  _
Show: ‘ Server View Pl | ~ || Eg xenserver-ioan Logged in as: Local root account
8 ° KenCenter Search | General Memory | Storage | Metwork | NICs Console | Perfformance | Users | Logs
= Eb E -ioan
% Xennpp
CIFS ISO library
DVD drives
Local storage SeachOplionsal
MFS Citrix 55 Disks
Removable storage Name CPU Usage Used Memory (avg [ max
= [Eg xenserver-ivan — [AFS—1 B
Default install of XenServer 3% of 2 CPUs 19% of 2039 MB
[ XenaPP . . .
XenOVF imported system.
[=4 TFSISC library R R
CIFSISO Library [\\192.168.0.35" _iso]
= NFS Citrix 55 R R R
NFS SR [192.168.0.55:/media/CitrixRep]
4 m 13
3. Go To File > Appliance Import
(4 ™y
e XenCenter E@u
Eile | View Pool Server WM Storage Templates Tools Window Help
Import. Add Mew Server @ MNew Pool 'g Mew Storage @ MNew VM @ Shut Down # Mo System Alerts  _
Import Search.. =
D |~ Eb Xenserver-ioan Logged in as: Local root account
'| Appliance Import... |

Search
Appliance Export... earch | General | Memory | Storage | Metwork | NICs

Exit

=

| =4 DVD drives

@ Local storage

F5 Citrix 55
Removable storage

Search Options ¥

Name

=] Eb XEnserver-

Default install of XenServer

[ Xenapp
XenOWF imported system.

=4 CIFSISO library
CIFSISO Library [\£192.168.0.35_iso]

1 NFS Citrix 55

NF5 SR [192.168.0.55:/media/CitrixRep]

Console | Performance

CPU Usage

e
3% of 2 CPUs

Users

Logs

Disks

Used Memory (avg / max

OIS
19% of 2039 MB
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4. Select the OVF file

-
°Xen OVF Appliance Import Wizard . . ——

@ Select an Appliance for Import.

- ¥enCenter can import VMs from OVF Appliances into one of your Resource Pools or to a specific XenServer
Select Appliance

EULA

Home Server
Storage
Network Select Appliance: E:*\Appliances‘\Endpoint Protector Server V1004\Endpoint Protector S5
Security

Advanced Options
Finish

Progress

CIiTRIX'

This is “EXPERIMENTAL* code. EeiE Next > Finish

5. Press the Next button
6. Read and accept the EULA, then press Next

7. Select the target for this Virtual Appliance

° Xen OVF Appliance Import Wizard = e

@ Select target XenServers or Pools 9

. Each Appliance can contain multiple VMs. Select a target Server or Pool for each VM in the Appliance.
Select Appliance

EULA
Home Server VM Server

Storage » Endpoint Protector Server V100 Xenserver- hd
Network

Security

Advanced Options
Finish

Progress

VM import targets:

CIiTRIX'

This is “EXPERIMENTAL® code- <Previous | [ Next>

8. Select the storage location
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w
€3 Xen OVF Appliance Import Wizard S——-

[, Select target SRs 7]

For each WM with storage requirements in the Appliance select a target SR.

Select Appliance
EULA

Home Server Server WM Disk Capacity File name SR

Storage » Endpoirt Protect... |320.0 GB Endpoint Frotect... |Local storage, 330.0 GB Avalable |~
Network

Security

Advanced Options
Finish

Progress

Storage targets:

CIiTRIX'

This is “EXPERIMENTAL® code- [ <Prvious | [ Nex>

9. Select you network (keep default values)

-
° Xen OVF Appliance Import Wizard
@ Select Network to connect VM. 9
. For eachM with networking requirements in the Appliance select a target Metwork.
Select Appliance T )
EULA etwork targets:
Home Server Network Name MAC Address Target Virual Network
Storage » Endpoirt Protect... NUIIETIE 00:00:00:00:00:00 | Pool-wide network associated with eth1 -
Metwork Endpoint Protect... | VMNetwork 00:00:00:00:00:00 | Pookwide network associated with eth ~
Security
Advanced Options
Finish
Progress
CiTRIX
]
This is “EXPERIMENTAL® code- [ <Prvious | [ Nex> Finis Cancel

10.0n Security Screen click on Next button
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r H N

@ Select your import security settings 9
. Security settings allow you to validate the Appliance you are importing and to access the
Select Appliance encrypted contert.
EULA
Home Server Verify Digital Signature
Storage Verify the digital signature of the appliance is valid.
Metwork This option will activate only if the appliance has been digitally signed.
Security
Advanced Options
Finish
Progress

CIiTRIX'

This is “EXPERIMENTAL® code- [ <Previous | [ Ned> |[ FEnsh || Cancel

11.0n Advanced Options screen click Next

r H N

[E, Select advanced options for the Appliance import 7]

p

. Select Advanced options.
Select Appliance
EULA
Home Server
Storage Run Operating System Foaups.
Netw?rk This option is used to fix the imported VM's operating system to boot property on XenServer. This is commonly used when importing
Security Windows and Linux operating systems originating from a VMware product.
Advanced Options
Finish nstalled Fup 150 wil be used
Progress

CIiTRIX'

This is “EXPERIMENTAL® code- [ <Previous | [ Ned> |[ FEnsh || Cancel

12.0n the Finish Screen, review this configuration and click Finish

13.Wait for the import to be completed
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@ Import Progress 9

¥enCenter is now importing your Appliance. The progress of the import can be seen below.

Select Appliance
EULA |
Home Server Import: Setting up transport mechanism for: Endpoint Protector Server W100.vmdlk
Storage

Network

Security

Advanced Options
Finish

Progress

Processing: Endpoint Protector Server V100.ovf (Endpoint Protector Server W100)

CIiTRIX'

This is “EXPERIMENTAL® code. < Previous Mexd = Finish Cancel

At this point the virtual machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.



3. Using the VMX format

There are several options to implement the Endpoint Protector Virtual Appliance
using the OVMX format. The way to do this is explained below.

3.1. Implementing using VMware Server

1. Extract the downloaded Endpoint Protector Virtual Appliance package and
move the files to the path where your virtual machines are stored

2. Open your VMware Server web interface and login

@ YMware Infrastruckure We.,,

C O 127.0.0.1:8308//# ¥ A

m Google Translate -:' Googles . Endpoint Praotector 20..,  \X/ Wikipedia -ﬁ' ‘wolfram|&lpha [ other bookmarks

fh ¥Mware Infrastructure Web Access

Login Marne: | | |

Password: [ |
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3. Select Add Virtual Machine to inventory

@ Wiware Infrastructure We,,, =

C | © 127.0.0.1:3308/i/# ki 8
E Google Translate i’ Googles . Endpoint Protector 20... N/ Wikipedia H ‘wolfram|alpha [ other bookmarks

wil ¥Mware Infrastructure Web Access (vlad@127.0.0.1)

Application N Administration | m P @ Jirtual Appliance Marketplace | Log Out

|U|rtua| Machines (2]

Create Virtual Machine vents | Permissions

Add Virtual Machine to Invento 5| [Eommands = -~

5 Create Wirtual Machine

Add Wirtual Machine to Inventory
Fower On/Resume add Datastore
Power Off Configure Options

Inventory

Remove Yirtual Machine

Power

Suspend nitrn) xz Dual Core Processor BE- Edit Host Settings
Edit Virtual Machine Startup/Shut

Refresh Metwork List

Suspend Guest Cores

Heesk 105.00 MHz
Shut Down Guest ¥Mware Tips
Restart Guest

pshot

Take Snapshot =]

Revert to Snapshot apacity Free Space |Locati

Rermove Snapshot 9.06 GB 38.62 GB D

Console

Enter Full Screen Mode Target |Status Triggered At «

2 s

4. Browse in the inventory for Endpoint Protector Virtual Appliance and select
the VMX file and press OK

@ Yiware Infrastructure We.,, *

C' | © 127.0.0.1:3308/ui/# w A
a Google Translate ';' Googles . Endpoint Prokector 20...  \Y/ Wikipedia & ‘wiolfFram|alpha [ other bookmarks
wi ¥Mware Infrastructure Web Access (vlad@127.0.0.1)

GEBIEEE @ Add Existing Virtual Machine “k= | Log out

Inventory Contents Information
v vladpo . Endpoint tual A Mame: Endpoint Protector
v E standard Size: 2435 KB O
# Endpoint Modified: Dec 05, 2010, 4:14
Type: WM Config File (*,v| | nventory
Datastare: standard

-

tup/Shut

il

< i |

File Type: WM Config (*.vrmx)
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At this point the Virtual Machine is ready to be started.

Please follow the Endpoint Protector Appliance User Manual from this point on.

3.2. Implementing using VMware Player

1. Extract the downloaded Endpoint Protector Virtual Appliance package and
move the files to the path where your virtual machines are stored

2. Open VMware Player

Welcome to VMware Player

Create a New Virtual Machine
Create a new virtual machine, which will then be

added to the top of your library.

Open a Virtual Machine

Open an existing virtual machine, which will then be
added to the top of your library.

Upgrade to VMware Workstation

Get advanced features such as snapshots,
record/replay, teams, developer tool integration,
and more,

Help
View YMware Player's help contents.

3. Select Open a Virtual Machine and select the VMX file from the location
where you extracted it and then click Open

zl
Look in: I 1. Endpoint Protector Vitual Appliance j e I} 2 [~
P Name = || pate modified__| -] Type )5z |-
@ _@Endpomt Protector Virtual Appli... 12/6/2010 7:31 AM VMware virtual machine configuration 3KB :
Recent Places
Desktop
"._
A
Computer
Network
Files of type: I\c"Mware Configuration Files {*.vmo) j Cancel
e
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4. After the Virtual Machine is in your inventory click Play Virtual Machine

&:-!I Endpoint Protector Virtual Appliance

Endpoint Protector Virtual
Appliance

State: Powered Off
05:  Ubuntu 64-bit
Version: Workstation 6.5-7.x virtual machine
RAM: 1024 MB

@ Play virtual machine

f Edit virtual machine settings

5. If asked if the Virtual Machine was copied or moved, select moved (if it is
the only Endpoint Protector Virtual Appliance in your network)

i T N
Endpoint Protector 4 Virtual Appliance 32b - VMware Player w

'6’ This virtual machine might have been moved or copied.

\ )

=t In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or
copied.

If you don't know, answer "I copied it".

At this point the Virtual Machine is ready to be started.
Please follow the Endpoint Protector Appliance User Manual from this point on.

Note!

Do not suspend the VMware Player while Endpoint Protector Virtual Appliance is
running! Also, do not shut down your computer while VMware Player is running.
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3.3. Implementing using VMware Workstation

1. Extract the downloaded Endpoint Protector Virtual Appliance package and
move the files to the path where your virtual machines are stored

2. Open VMWare Workstation

WMware Workstation

. File Edit View VM Team Windows Help
mureloan DL OB 88
[ Home X

VMware Workstation

YMware Workstation allows multiple standard operating systems and their applications to
run with high performance in secure and transportable virtual machines. Each virtual

machine is equivalent to a PC with a unigue network address and full complement of il
hardware choices. i
" al
e

Create a new virtual machine. Install and run a variety of standard
operating systems in the virtual machine.

New Virtual
Machine f
| FeE
D Create a new team. Add several virtual machines and connect them
| with private team LAN segments,
[ ] "
Mew Team
M ) ) ) -
( ('_EF-J- Browse for virtual machines or teams and select one to display in this
|I.I'L—J'J panel, Interact with the guest operating system within this display as
you would a standard PC.
Open Existing
WM or Team
L
L]
2
= —— =

3. Select Open Existing VM or Team

[ @ open - — - . S5

-@ » Computer » Ioan Work (D:) » Appllanc5 Search Appliances p|

Organize ~ Mew folder =« 0 I@

< Favorites Name Date modified Type Size

Bl Desktop |@ Endpoint Protector Virtual Appliance.wmx  12/6/2010 8:38 AM  WMware virtual m... 3KB |

4. Downloads

UEY
1= Recent Places I

m

= Libraries
@ Documents
J‘ Music
[E=] Pictures

B videos

. Computer
& Toan-5ys (C)
= loan-Waork (Dz)
—w loan-Media (E:}
i CDDive(F) -

File name:  Endpoint Protector Virtual Appliancewvmx A ’VMwa.le Workstation Files (*wn VI

| Open | ’ Cancel ]
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4. After the Virtual Appliance is in your inventory power on the Virtual
Appliance

Endpoint Protector Virtual Appliance - are ion
o File Edit View WM Team Windows Help
Murs|/eal NS D=8 | &3
- il Ol 5 Endpoint Protector Virtual ... 3¢
-
Endpoint Protector Virtual Appliance )
State: Powered off
Guest 0S5: Ubuntu 64-bit "
| Location: D:\Aappliances\Endpoint Protector Virtual Appliance. vmx I
Version: Workstation 6. 5-7.x virtual machine I
I .
Commands Devices l [ Options
I Power on this virtual machine 2 Memary 1024 MB
@ Edit virtual machine settings & Processars 1
(Hard Disk (SCSI) 43 GB
) Enable ACE features (What is ACE?) (=)Co/DVD (IDE) Using file F:\uburntu-10,04-server-... 3
@Network Adapter Bridged
ENetwork Adapter 2 Bridged
Eloisplay Auto detect
Notes L
Type here to enter notes for this virtual machine.
e
E 2 /4

5. If asked if the Virtual Machine was copied or moved, select moved (if it is
the only Endpoint Protector Virtual Appliance in your network)

i i
Endpoint Protector 4 Virtual Appliance 32b - VMware Player ﬂ

@ This virtual machine might have been moved or copied.
\ /

S In order to configure certain management and networking features,
VMware Player needs to know if this virtual machine was moved or

copied.

If you don't know, answer "I copied it".

| i) (o

The Virtual Machine is started and ready for use.

Please follow the Endpoint Protector Appliance User Manual from this point on.



4. Using the VHD format

There are several options to implement the Endpoint Protector Virtual Appliance
using the VHD format. The way to do this is explained below.

4.1. Implementing using Microsoft Hyper-V 2012

1. Extract the downloaded Endpoint Protector Virtual Appliance .zip package

2. Start Hyper-V Manager

3. Select from the right-side box the option to Import Virtual Machine

Hyper-¥ Manager

File  Action  Wiew Help

Y

Hyper-V Manager
yp g
5@ WIN-2012DR2

|Virtua| Machines

| Name

CPU Usage

Locate Folder

Select Virtusl Machine
Choose Tmport Type

Summary

] Do nak show this page again

Bssigned Memory

This wizard helps you import a virtusl machine from a set of configuration Files. Tt guides you through
resolving configuration problems to prepare the virtual machine for use on this computer. @

Uptime Status

<previous | [ Net» | [ Finh

| [ cancel

:
| Sunmary [ Memary | Networking [ Repiation

| Actions

|wneotzoR
Hews »

[ Import Yirtual Machine...

Hyper-V Settings...

FI Virtual Switch Manager..,

) Virtual SBN Manager...

¢ Edit Disk...

Inspect Disk..

=

(=) Stop Service
7 Remove Server

3 Refresh

View »

Help

Connect..
Settings...
Start
Checkpaint
Mave...
Export..
Rename.,
Delete..

Enable Replication...

EEy sy en &

Help
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3.1 Select the folder containing the appliances’ folders and files.

3.2 At the step “"Choose Import Type” select the option to Copy the virtual
machine (create a new unique ID

» Choose Import Type
Before You Begin Choose the type of import to perform:
Locate Folder () Register the virtual maching in-place {use the existing unique ID)
Select virtual Machine () Restore the virtual machine (use the existing unigue ID)

ose Import Tyvpe (O] Copy the virtual machine {create a new unique ID)

Choose Destination

Choose Storage Folders

Summary

| < Previous | | Mext = | | Firish | | Cancel |

3.3 The “Connect Network” step will prompt with 2 errors, one for each
Network Adapter. Ignore these and press Next, Next and then Finish.

» Connect Network

Before You Begin This page allows vou to conneck to wirtual switches that are available on the destination computer,
Locate Folder . X X . o .

The Fallowing configuration errars were Found For virkual machine 'Endpoint Protector 4.4.0.5
Select Virtual Machine Wirtual Appliance 64b YHD',
Choose Impart Type e Could not find Ethernet switch 'Mew Yirbual Switch',

Choose Destination
Specify the virtual switch wou want Eo use on computer "WIN-2012DR2",

Choose Storage Folders

Conneck Ik k. Connection: |Realtek PCIe GEE Family Controller - virtual Swikch W

Conneck Metwark

Summary

< Previous || Mexk = || Finiish || Cancel
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4. The new Virtual Machine will appear in the Virtual Machines list.
5. Right click on the newly created Virtual Machine and select Settings.

6. Remove the two existing network adapters from the left side box

[Endpaint Pratectar 44,08 Virual sppli v| 4 b |G

# Hardware Kl @ Metwork Adapter
*ﬂ Add Hardware
& p10s Specify the configuration of the network adapter or remove the netwark adapter,
Bioat from C0 Wirtual swikch:
W [emorty |Not connected bl
2048 ME D
= [ Processar
1 Virtual processor [] Enable virtual LAN identification

= IDE Contraoller 0
E antraler The WLAN identifier specifies the virtual LAN that this virtual machine will use For all
3 8 Hard Drive network communications through this network adapter,
Endpoint Protector 4.4.0,8

IEl IDE Controller 1

] SCSI Controller

Bandwidth Management
[] Enable bandwidth management

Specify how this network adapter utilizes network bandwidth, Both Minimum
Bandwidth and Maximum Bandwidth are measured in Megabits per second.

Minimum bandwidth: ljl MQS
Maximum bandwidth: ljl Mbps

Diskgtte Drive @ Ta leave kthe minimum ar maximum unrestricked, specify O as the value,
Hane

Ta remove the network adapter from this virtual machine, dick Remove,

m Mame

Endpoint Protector 4.4.0,8 Yirt,,,
Integration Services

Some services affered

b

ﬂ Use a legacy network adapter instead of this network adapter to perform a
network-based installation of the guest operating system or when inbegration
Checkpoint: File Location services are not installed in the guest operating system.
C:\ProgramDatalMicrosoftitvin, .
m; Smart Paging File Lacation
C:\ProgramDatatMicrosoftiWin. .. —
iE] Autamatic Start Action
Restart if previously running v

&

i
m

oK

Cancel | | Apply

7. Add two Legacy Network Adapters with the Add Hardware command.

‘EndpumtPrutactur4.4‘0.8\firtua|Appli v| 4 b |G

% Hardware | ¥ AddHardware
i 8105 Yiou can use this sething ko add devices ko your virtual machine,
Boot: from O Select the devices you want to add and click the Add button.
[ Memory SCSI Controller
2048 ME MNetwork Adapter
& [ Processor
1 Wirtual processor Fibre Channel Adapter
= Bl 1€ Contraller 0 RemotzF 30 Yideo Adapter

[# Caw Hard Drive

Endpoint Prokector 4.4.0.8. .. Add
Il IDE Controller 1 k

Bl 551 Controller Use a legacy network adapter to perform a network-based installation of the guest
operating system, or when integration services are not installed in the guest operating
2] @ Legacy Network Adapter system,

Not connected
3] @ Legacy Network Adapter
Mot connected

T com1

Hone

T comz

Hane

Diskethe Drive
Mone

L] Mame
Endpoint Protector 4.4.0.8 Virt, ..
E:;I Integration Services
Some services offered
i3] Checkpoint File Lacation
CiiProgramDatalMicrasoftiWin, ..
aé Smart Paging File Location
CiiProgramDatalMicrasoftiWin, .. —
ib) Aukomatic Start Action
Restart if previously running -

QK | ‘ Cancel | | Apply
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Note!

Remember to specify the configurations of the two Legacy Network Adapters so
that their status will be changed from “Not Connected”.

8. Click on Apply.
9. The Virtual Machine is now imported and ready to be configured.

Please follow the Endpoint Protector Appliance User Manual from this point on.



5. Virtual Appliance Setup
Wizard

The Endpoint Protector Appliance (virtual or hardware) requires incoming traffic
for ports 443 and 80 to be whitelisted from the firewall. They are used for:

e Endpoint Protector Server and Client communication: 443
e Mobile Device Management Cloud (cloud.endpointprotector.com): 443

e Live Update (liveupdate.endpointprotector.com): 80 & 443

To configuring the Endpoint Protector Appliance for the first time, fallow the
steps below.
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1. Press Continue when finished reading the End User License Agreement

=13l x|

Endpoint Protector fippliance - www.EndpointProtector.com

Endpoint Protector fAppliance
COS05YS SOFTWARE END USER LICENSE AGREEMENT

COS05YS LIMITED AND-DR ITS AFFILIATES (COSOSYS™) IS WILLING TO LICENSE
THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, DR THE
LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFERENCED
BELOW AS “YOU" OR “YOUR") ONLY ON THE CONDITION THAT ¥OU ACCEFT ALL OF
THE TERMS OF THIS END USER LICENSE AGREEMENT (“LICENSE AGREEMENT"). READ
THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE
USING THE LICENSED SOFTWARE. THIS IS A LEGAL AND ENFORCEABLE CONTRACT
BETWEEN Y¥DU AND COS0SYS. BY OPENING THE LICENSED SOFTWARE PACKAGE,
BREAKING THE LICENSED SOFTWARE SEAL, CLICKING THE “I AGREE" OR "YES"
BUTTON, OR OTHERWISE INDICATING ASSENT ELECTRONICALLY, OR LOADING THE
LICENSED SOFTWARE OR OTHERWISE USING THE LICENSED SOFTWARE, YOU AGREE TO
THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT. IF YOU DO NOT AGREE
TO THESE TERMS AND CONDITIONS, CLICK THE “I DO NOT AGREE" OR “NO' BUTTON
OR OTHERWISE INDICATE REFUSAL AND MAKE NO FURTHER USE OF THE LICENSED

s
<Continue>

Right Ctrl

2. Press Accept

Endpoint Protector Appliance - wwuw.EndpointProtector.con

Endpoint Protector Appliance

Do you accept the terms
of the license agreement?

< Quit >

ey [#] right cirl
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3. Select Networking

=10l x|

Endpoint Protector Appliance - www.EndpointProtector.com

CoSoSys Ltd. - Endpoint Protector Appliance

Your current appliance IP is 192.168.0.201

Please access your appliance through this address
https:\\192.168.0.201 from your web-brouser

After accessing the appliance interface through your web-brouser
you will see a certificate error. Please ignore it.

Your current setup IP is 111.33.33.111

Please select option [1 - 41 or press <Exit> to exit

2 Reboot
3 Shutdoun
4 Exit to Shell

< Exit >

S =P [ (0 [3)rightctl

4. The configuration methods are now available.

=10f x|

Endpoint Protector Appliance — wwuw.EndpointProtector.com

Endpoint Protector Appliance — Networking

IP Address : 192.168.0.201
Netmask 1 255.255.255.0
Default Gateway :@: 192.168.0.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

DHCP| onf igure Network automatically

Static IF Configure Network manually (recommended)

< Back >

& [ (0 [3]rightced

Note!

We recommend a manual configuration of the network settings.
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5.1.1 Manual configuration

1. Select Configure Network manually (recommended)

Endpoint Protector fippliance — wuww.EndpointProtector.com

Endpoint Protector Appliance — Networking

IP Address : 192.168.0.201
Netmask : 255.255.255.0
Default Gateway : 192.168.0.1
Name Server(s) :@ 192.168.0.1

Interface configuration method: Static IP

DHCP Conf igure Network automatically

Static IP@EConf igure Network manually (recommended)
< Back >

S =P [ (0 [lRightcl

2. Set the IP Address, and Default Gateway (in our example we set the IP
Address as 192.168.7.94 and the Default Gateway as 192.168.7.1).

=0l x|

G

Endpoint Protector Appliance - www.EndpointProtector.com

Endpoint Protector Appliance - Networking

Details

IP Adress
Netmask s
Default Gateway :
Name Server

Name Server

<Back >

S =P | 0 [#lRightct
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3. Press Tab
=10 x|

Endpoint Protector Appliance - www.EndpointProtector.com

Endpoint Protector fAppliance - Networking

Details

IP Adress
Netmask :
Default Gateway :
Name Server

Name Server

<Apply> <Back >

S =P ] [#]Right ctrl /,/;

4. Press Enter

B end (i x|

E1dpoint Protector ppliance — www.EndpointProtector.con

Endpoint Protector fippliance — Networking

IP Address : 192.168.7.94
Netmask : 255.255.255.0
Default Gateway :@ 192.168.7.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

onf igure Network automatically

Static IF Configure Network manually (recommended)

¢ Back >
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The virtual appliance now accessible from the configured IP Address. (in our
example, https:// 192.168.7.94)

Select configure network automatically, and press Enter. The IP Address and
Default Gateway will be configured automatically.

=10 x|

Endpoint Protector Appliance - www.EndpointProtector.com

Endpoint Protector Appliance — Networking

IP Address : 192.168.0.201
Netmask : 255.255.255.0
Default Gateway : 192.168.0.1
Name Server(s) : 192.168.0.1

Interface configuration method: Static IP

DHCP| onf igure Network automatically

Static 1P Configure Network manually (recommended)

¢ Back >

2 = | (0 [#IRrightcd



6. Endpoint Protector
Configuration

After assigning a static IP in the Endpoint Protector Setup Wizard, you can
connect the Appliance to your network.

The Endpoint Protector User Interface can be accessed by going to the defined
https address (e.g. default: https://192.168.0.201).

6.1. Login to Endpoint Protector

Please enter the user name and password defined in the Endpoint Protector
Setup Wizard.

. ﬂ% ‘4 Reporting and Administration Tool Fr—

Endpoint Proseeior 4 Capyright 2004 - 2118 CoSadys Lid. A% rights resened. e Bactgrousd Tesks Versen £50.1


https://192.168.0.201/
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The default username and password for Endpoint Protector are:
USERNAME: root

PASSWORD: epp2011

6.2. Configuration Wizard

To finalize the Endpoint Protector Configuration, some important basic settings
and the default device control policy (Global Settings) have to be defined by
following the steps in the Configuration Wizard.

ENDPOINT 4 = - Y
Reporting and Administraton Tool ETT 1. Q
. PRoTEcTOR | S

==| Daskboars Emdpoint P Applisnce Configurasion

Garmral Nachbanrd
Spatar Dvarvien
S il St
Live Lipsdate

! Endpoint Maragement Wekome

E&g et fec T harve compisted the ap of your Encport Frotecior Apphance and wa can now Snakoe the momigurston oy definng some mporiat bass settrgs and the Sefaul Sevoe contol poloes [piobel Settngs anc gihal
A Endgant Satings G

| @ content sucerr Frotection T v

|ﬁ| Easylock Esfarced Encrpptios Fhanse Selart yiur Drene Euwnpe -~ Bein =
! el Mg heat =kip this step now - remingd mee later
i Oiflies Temporany Fassword

B ootz and pnovas

B e

Direciory Sandtes

W e I

Envigoant Pratecinr 4 Capymight 2084 - 2016 CofoSysix A8 rores reserved i Backgrrund Tasts Ve 4 602

6.3. System Settings

Some basic settings are required for the Endpoint Protector to function properly.
Please choose what rights have priority, the E-mail address used to receive
Alerts, the main Administrator contact, the Proxy Server Settings and more.

Welcome | Logout
B Epmmmmﬂn [4 Repoding &nd Administration Tool Engiat ~Ff a)

Advanced Searh

Dl Systsm Sentings

[ b neuse mansgement

ﬁ OMine Teesporary Passwerd *Hole Endooy; Frofecior Server will negure 3 warking Iniemet connecion tor this fesare,

u Pepai 08 i Proy Server Settings
M e Py Trpe: [ =
Directory Sanenes Velouriicalion o Baa:
P ard Foat: Expnple; 192, 1680, 13080
B oo e
@ System Mairtensrce Fragnrd
— ““Mottec Thas rformaaon refar o retwerks with configuned Proxy serve> i slow scosm fo Endoort Protector L L.
|"| Symtem Configurabion
ey ot
Do e Lgrasde:
e Flain Atmenntrator Lontact Detish
Evsiem Sdmraiaioe
Rs e —
wamratar Hae:
m vl st s Rusber:
|?| st Pranimeiers ddmeres i E-mul
@- Support " e +

Endpsing Pratecion 4 Copyrght 2004 - F006 Calabys Lig AJ rights. resarvsd Mo Packgroond Tases Vervend 507
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Additionally, the Endpoint Protector Client Refresh Interval, the activated or
deactivate features such as File Tracing and File Shadowing and the default
parameters for the generated logs can also be configured.

By default, the recommended settings are already configured and they apply
globally throughout entire network.

Welcoma | Legout
ﬂmn‘m |‘¢ Reporting and Administration Toal [Ergan i —a)
Apvaroed Saprce
r=| Daabboard Wl Management of Glabal Settings
==
Piode i
! Endeint Managamant
Redest Imee vl {oecl: m
Endpsint Rights
Bl codeoint Rt Hode: bl [
K Endpain Settings
Fibe Tracing and Shadowsisg
Computer Setings
e Setings Fae Trang: Owu 1 remeresbie pevees O esari oo O restwors share
Gabel ety Pie shadcwrg: O O] femovatieDevces and tver (D [ Contert dvareprotecin. [ Evaliosy (D
Custten Chint Hatcabons
i Evchutle Extermicrn frorm Pl Traceg: () R
@ content Anare Frotection e B s ki O .
gl Baeytock Enfocced En o Exttude Extensans ove C4P Scvnving: ()
=
Michile Devios Management
! Crfaslt Cliemt Srttings.
H Offline Temporary Passwerd
Lungy Il v m tocallog Se (HE) m
H Reports and Anafysis. Shaican nteranl (rarlr &0 Shadow S ME): 51
o Min Fle Sae: for Shadawing (XE] ° M Fle Sine v Shadowng (B} i)
- PRoarraabi Davics Baoavery Folder Masimm S (ME): ) [v4] Bacsinry Fokder RtenSon Pered (daye): 3 @
Directory Servces Matfler Language: Engish ~l® e Cursiom Clent Matfcabons for s Language: O
Brwhie Acvanoed Primcer and MTP Scanning (m}
-

B e :
(Endpesnt Profeeior 4 Cogynght 2004 - 2116 Cofalys Li2 A1 gt ressraed. Pty Version 4583

6.4. Default Device Control Rights

As Endpoint Protector provides the Device Control module enabled by default,
the use of USB devices and peripheral ports have the Global Rights
preconfigured. They can be changed later at any time or they can be applied
more granular (per device, computer, user or group).

s P

il LE]

B rrareems & Sy (B 440 rlelen 14 i e
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6.5. Finishing the Endpoint Protector Configuration
Wizard

After following the above steps, the Endpoint Protector setup and configuration is
completed. The next step is to deploy the Endpoint Protector Clients to the
Windows, Mac and Linux computers that need to be protected.



/7. Server Information and
Maintenance

The Endpoint Protector Server Information and Maintenance Settings can be
accessed from the Appliance section in the main menu.

7.1. Server Information

This section displays information about the Server current state.

. ﬂwm'fonw Byl i et [T — Y

@ Dshbhonnd i Endpaint Protecior Appliance - System Information
. ey ke Space. Infes Disk Space: "
Dick Sporce Srsien 34 - 1% Fromn 306G Flange cormder taking ane nf the folgeing actons n Sysbemn Mamtenance th i wou fre ued up
% Endpsint Rights 7 o ) e b 5% af the storage reseunces aalabie on the soplence |
X ‘ & - L Bk B.Save olddar unnesded Igs by Going 1o Fle Maimianance snd selartng the suabshée opbon.
% Endgpaint Setings Lings on Desks K sored in frar feppBies o 2 Berscow ol o urrended loga by Goang b Fle Marn enare s and sebe: brg S walabsr opbon.
Shadaws on Dk 5.0 wired 0 fonr ey fles, thackres Abarratvely, g0 o Syviem Configaraton » Syxten Polon ard:
D Content Aware Protection 3 Dinable or Changs the grardanity of your poloes. AcSusing S Traong [ Shadowng under Gobal
b Sertiings il greaty wffect your Server performance. Ttis reoommended b acTate Pie Tradng Fike
Shadowing for specfic Computers,
@ R 4 Enable e Auromats Log Claarue faatrs and Sat the o00 Dk Space percertage ot whah the
. Fiobike Device Management | —
Dutabase ek Space oooupied
' Offline Temporary
Dby Pk Sy o il .50 siored in frar b bvysolierndatabese
. i s Fursper af Logs n Dataiusee: [
E Kiatk | Fasser of Fies Traced: °
hurster of Pies Shacowed: L)
Y Direcory Services
System
- Appiiance B
p— LEA0E01 i 7 ey, 2254, 0 asern, Inad acesrage: 013, 018 0.13 - 1, 5 &l 15wt ags
Server [riomation
Linuiw Diswibaiton Ubnta 14.04.9LTS |
Serer Mt
" Gt informasan ucelate: M H-Dec-02 LN
[ = a
Endpesnt Pradesine 4 Cosyright 2004 - 2018 CoSalys L8 AD g reaerusd Reacty Merin 4503

7.2. Server Maintenance

This section provides the option to configure the Appliance network settings,
rebooting or shouting down the appliance and more.
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7.3. Endpoint Protector Client Installation

The Endpoint Protector Client needs to be deployed on the computers in the
network. They can be downloaded directly from the Appliance by accessing the
static IP Address in a browser (e.g.: http://192.168.0.201). The Endpoint
Protector Download section can be accessed through both HTTPS and HTTP,

allowing a user that is not an Endpoint Protector Administrator to deploy it
themselves.

If the Endpoint Protector Administrator is going to deploy the Client on the
network computers, it needs to be saved on a location. Solutions like Active
Directory or Apple Remote Desktop can be used to make the deployment easier.
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http://192.168.0.201/
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7.4. Endpoint Protector Live Update

The Live Update feature allows checking online if Endpoint Protector updates are
available. The process can be done manually or, if enabled, automatically.
However, installing any available updates need to be done by the Endpoint

Protector Administrator.

Walooma | Logaut
Reporting and Administration Tool [Engian 5 al
PROTECTOR SE——

Show all depanments

@ Dshbhonnd i Endpaint Protecior Sereer - Live Update
rwrsl aghbasd Important Motice
System Dvenview
System Stats
Live Upeiale: Envigoint Frotectos i requied 15 onect now meer HTTPS t www, eadpain U rotector.com m repeve nformeson. of you do nat sgree wih an Intemet connecton, o £an thoase nok o proceed,
B enooin Management
B enapeint rapts isborish iz
. 020ec 205 1h3R41
E s sl recen ched: for uedaies:
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8. Installing Root Certificate
to Browsers

8.1. For Microsoft Internet Explorer

Open Endpoint Protector User Interface by accessing the IP address. (e.g.
https://192.168.0.201).

If there is no certificate in your browser, the Certificate Error page will be
prompted.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.

@ Continue to this website (not recommended).

@ More information
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Continue your navigation by clicking @ “Continue to this website (not
recommended)”.

Go to the Certificate file you downloaded from the Appliance Setup Wizard-
>Appliance Server Certificate> and install the Certificate.

Click the Certificate Error button just next to the IE address bar as shown.

By clicking the “Certificate Error” button, a pop-up window appears. Just click the
“View certificates” in that pop-up window.

Another pop-up Certificate window will appear with three tabs namely “General”,
“Details” and “Certification Path”.

Select the “"General” tab and then click “Install Certificate...” button or go to
Tools > Internet Options > Content >Certificates.

Internet Options

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Parental Controls
& Control the Internet content that can [ Parental Controls ]

be viewed.

Content Advisor

@ Ratings help you control the Internet content that can be
viewed on this computer.

[ @_E_nable. i ] ‘ 'g:'jrse;bngs

Certificates
a Use certificates for encrypted connections and identification.
| Clearssistate ||  certificates ||  Publishers |
AutoComplete
=< AutoComplete stores previous entries [ Settings ]
_3 on webpages and suggests matches
for you.

Feeds and Web Slices

Feeds and Web Slices provide updated [ Settings ]
content from websites that can be
read in Internet Explorer and other
programs.
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From the Certificates list, select “Trusted Root Certification Authorities” and click
on the “Import” button.

F _ ™
-1 T ——— u_
Intended purpose: <All= v]
Trusted Root Certification Autharities | Trusted Publishers I Unitrusted Publishers | o ak
Issued To Issued By Expiratio...  Friendly Name il
[5laddTrust External ... AddTrust External CA...  5/30/2020  USERTrust 1
[Zlcertum ca Certum CA §/11/2027  Certum 3

|| Class 3 Public Prima... Class 3 Public Primary ... 8/2/2028 Verisign Class 3 ...
[5;|Class 3 Public Prima... Class 3 Public Primary ... 1/8/2004 Verisign
[Zcopyright (¢) 1997 ... Copyright (¢) 1997 Mi...  12/31f1999 Microsoft Timest...
@DigiCert High Assur... DigiCert High Assuran... 11/10/2031 DigiCert
[SEntrust.net Secure ... Entrust.netSecure Se...  5/25/2019  Entrust
| JEquifax Secure Cer... Equifax Secure Certifi...  8/22/2018  GeoTrust
[5|Globalsign Root CA - GlobalSign Root CA 1/25/2023  GlobalSign -
Certificate intended purposes
View
Learn more about certificates
——

A Welcome to the Certificate Import Wizard pops up. Just click the Next button.

e

-
Certificate Import Wizard

Welcome to the Certificate Import
Wizard
This wizard helps you copy certificates, certificate trust

lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

< Back [ Next > J [ Cancel ]
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Browse for the Certificate file you downloaded from the Appliance Setup Wizard
> Appliance Server Certificate.

-
Certificate Import Wizard g

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.SST)

Learn more about certificate file formats

[ <Back || mext> | [ cancel |

In the Certificate Store window, select “Place all certificates in the following
store” radio button.

= -——
Certificate Import Wizard ﬂ

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

@) Place all certificates in the following store

Certificate store:

Trusted Root Certification Authorities

Learn mare about certificate stores
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Another “"Completing the Certificate Import Wizard” pops up. Just click the
“Finish” button.

- -—
Certificate Import Wizard M

Completing the Certificate Import
Wizard

The certificate will be imparted after you dick Finish.

You have spedified the following settings:

Certificate Store Selected by User [RENAs BT 82 g il

Content Certificate
File Mame C:\Jsers\Anca\Deskty

4 1 s

| <ok || Finish | [ cancal |

A Security Warning window pops up. Just click “Yes”.

rSecurityWaming i ——

. You are about to install a certificate from a certification authority (CA)
LIA claiming to represent:

CoSoSys LTD - Endpoint Protector CA

Windows cannot validate that the certificate is actually from "CoSoSys
LTD - Endpoint Protector CA". You should confirm its origin by
contacting "CoSoSys LTD - Endpoint Protector CA". The following
number will assist you in this process:

Thumbprint (shal): ECF18C78 B5FEF644 OFAFB85C D1991CBA
12DD6D05

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
' thumbprint is a security risk. If you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?

You have now successfully installed the Certificate.
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Close the Internet Explorer browser and try accessing the Endpoint Protector IP
address again.

. DNOPONT |4 taperirg s bt Tl -

000

000
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O i)
B - =@ =00

Outs Lone Prowsntion | Device Cortrel | Costent Aware Protaction | Mobiie Dwvice Maragement

. gt a1

8.2. For Mozilla Firefox

Open the Browser.

Open Endpoint Protector User Interface by accessing the IP address. (e.g.
https://192.168.0.201).

If there is no certificate in your browser, the Certificate Error page will be
prompted.

— - - S

A Untrted Commeron E. e v ————— 0 — -
€ [ e -[c][8- e Pla g
& - - eyt - B - @D E=»

This Connection is Untrusted

You have asked Firefox to connect securely to 192.168.0.167, but we can't confirm that your
connection is secure.

Normaly, when you by to connect securely, stes wil present trasted identificabion to prove that you
are going 1o the night place. However, this site's identity can't be verdied.

What Should I Do?

¥ you unally connect 10 this ste without peoblems, the enor could mean that somecne i tying to
imperscoate the site, and you shouldn't continue.

| Getme outof heve!
* Technical Details
* 1Understand the Risks
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From the above screenshot This Connection is Untrusted, choose I Understand
the Risks. Click Add Exception.

Security Warning window pops up. Click Get Certificate and then the Confirm
Security Exception button.

), Untrusted Commection
€ > [ e
N~ .

o -

1921680167 - | [ 8- Googh

PR T N

Add Security Exception
. You are about to override how Firefox identifies this site.
? Legitimate banks, stores. and other public sites will not ask you to do this.

~ This Connection|

You have asked Firefox to of

connection is secure
[mm
Normally, when you try to d
are gong to the nght placell|  Certificate Status
This ste attempts 1o identidy itself with imvalid information.
What Should 1 Do? by oas "' pon |

1f you usually connect to thil

impersonate the ste, and Y| Certificate is not trusted, because it hasn't been verified by 8 recognized authority.

| [ Getme out of heret |

Technical Details
1 Understand the

1fyou understand what's
you trust the site, this

Don't add an exception
identfication

[ Add Excoptan. |

[¥] Bermanently store ths exception

| Gonfirm Securay Exception | | Cancel

Close the browser and start it again.

. i
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9. Hardware Appliance Setup

9.1. Endpoint Protector Appliance Delivery

When receiving the Endpoint Protector Appliance the package contains:
= Endpoint Protector Appliance
= Power Cable

= Crossed Network Cable for the initial Appliance Setup (yellow sticker)
(not included with A20 model)

= Network Cable for connection of Appliance with your network

= Rack Mount Screws
(not included with A20 model)

= Extractable assembly rails (included in A250, A500, A1000, A4000 models
only)

= External power supply (only included and required for A20)
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9.2. Connecting Appliance for Initial Setup

Connect the power cable to the appliance and a power outlet.

For the A20 appliance connect the external power supply to the A20 and the
power outlet. Next, connect the blue cable to the A20 network port and then to
the network.

Your hardware appliance (models A50 to A4000) contains on the backside two
network ports that are marked yellow for CONFIG (configuration connection) and
blue for NET (network connection). The A20 hardware appliance has one network
port.

Connect the CROSSED Network Cable (yellow sticker) to the configuration
network port CONFIG (yellow marked) on the back of the appliance and connect
it directly to a PC (a Laptop, PC, Netbook).

Start the Appliance by pushing the POWER button.

9.3. Hardware Appliance Back and Front Panel

9.3.1. A20 Appliance Back Panel

External Power
Supply Connector Network Connector

9.3.2. A50 and A100 Appliance Back Panel

Configuration Network Connector (CONFIG)
Network Connector (NET)

OO S ol ol

The back panels for Models A250 up to A4000 have marked network ports similar
to the picture above for the A50 and A100 model.
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9.3.3. A20 Appliance Front Panel

Power Button

9.3.4. A50 and A100 Appliance Front Panel

Network NIC (NET) — HDD Status

Configuration NIC (CONFIG) Power Indicator
Reset Button

Appliance Temperatur Power Button

| |

EndpointProtector oo

9.3.5. A250, A500 and A1000 Appliance Front Panel

Network NIC (NET) —

HDD Status

Configuration NIC (CONFIG) Power Indicator
Reset Button

Appliance Temperatur Power Button

EndpointProtector
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9.3.6. A2000 - A4000 Appliance Front Panel

Network NIC (NET) —,

HDD Status
Configuration NIC (CONFIG) Power Indicator

Overheat/Fan Failure

Power Failure

Reset Button
(under front panel)

Power Button
(under front panel)

9.4. A2000 / A4000 Appliance HDD Configuration

9.4.1. A2000 Appliance HDD Configuration

HDD Position in RAID

Blue LED Red LED
HDD (healthy HDD) ‘ (faulty HDD)
\
--------------- Bl == s
--------------- N | : ———— "=
=1 : = 2: = 3 :

The A2000 Appliance comes with 4 HDDS in RAID 5 Configuration. The HDDs are
installed in the number order 0-3.

In case of a HDD failure a HDD can be replaced by changing it with the same
model HDD.

Each HDD bay features a blue and red LED to indicate drive status. A blue
indicator symbolizes a healthy hard drive, a red indicator a bad hard drive. A
faulty hard drive should be replaced immediately by an identical model.
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9.4.2. A4000 Appliance HDD Configuration

HDD Position in RAID

Blue LED Red LED
F;DD (healthy HDD) | (faulty HDD)
= 3| Y= -l|l= -"
== == A= (= -}
= 1= 5| = -l lI=E -,
= 0= 14| === = -}

The A4000 Appliance comes with 6 HDDS in RAID 5 Configuration. The HDDs are
installed in the number order 0-5.

In case of a HDD failure a HDD can be replaced by changing it with the same
model HDD.

Each HDD bay features a blue and red LED to indicate drive status. A blue
indicator symbolizes a healthy hard drive, a red indicator a bad hard drive. A
faulty hard drive should be replaced immediately by an identical model.

9.4.3. A2000 and A4000 Appliance HDD RAID Additional Software

The A2000 and A4000 appliance have an additional configurable software from
3Ware ® preinstalled with which you can use as administrator to be warned of
possible errors on one HDD by an e-mail notification. More information on
configuring this additional software can be found in the Appendix to this User
Manual for the "3ware 3DM ® 2 ® User Manual.

9.5. Hardware Appliance Setup Wizard

The Hardware Appliance Setup Wizard will guide you through the Endpoint
Protector Hardware appliance setup.

The easiest way to configure the Endpoint Protector Hardware Appliance is to
connect a mouse, keyboard and monitor directly to it. This will prompt the same
Setup Wizard as described in the chapter above Virtual Appliance Setup Wizard.



10. Support

Additional support resources as available. Please visit our website for more
manuals, FAQs, videos and tutorials, direct e-mail support and more at
www.endpointprotector.com

Our Support department can also be contacted directly from the Endpoint
Protector User Interface from the Support > Contact Support section. One of our
team members will contact you in the shortest time possible.
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Even if you do not have a problem but miss some feature or just want to leave
us a general comment, we would love to hear from you.


http://www.endpointprotector.com/

11. Disclaimer

Endpoint Protector Appliance does not communicate outside of your network
except with liveupdate.endpointprotector.com and cloud.endpointprotector.com.

Endpoint Protector does not contain malware software and does not send at any
time any of your private information (if Automatic Live Update Reporting is
DISABLED).

Each Endpoint Protector Server has the default SSH Protocol (22) open for
Support Interventions and there is one (1) System Account enabled (epproot)
protected with a password. The SSH Service can be disabled at customers’
request.

Security safeguards, by their nature, are capable of circumvention. CoSoSys
cannot, and does not, guarantee that data or devices will not be accessed by
unauthorized persons, and CoSoSys disclaims any warranties to that effect to the
fullest extent permitted by law.

© 2004 - 2017 CoSoSys Ltd.; Endpoint Protector, My Endpoint Protector, Endpoint
Protector Basic and EasylLock are trademarks of CoSoSys Ltd. All rights reserved.
Windows is a registered trademark of Microsoft Corporation. Macintosh, Mac OS X are
trademarks of Apple Corporation. All other names and trademarks are property of their
respective owners.





